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This security bulletin is powered by 

Telelink Business Services’ 

Advanced Security Operations Center 

Why Advanced Security Operations 
Center (ASOC) by Telelink? 

• Delivered as a service, which 
guarantees fast implementation, 
clear responsibility in the 
Supplier and ability to cancel the 
contract on a monthly basis. 

• Built utilizing state of the art 
leading vendor’s solutions. 

• Can be sized to fit small, 
medium, and large business 
needs.  

• No investment in infrastructure, 
team, trainings or required 
technology. 

• Flexible packages and add-ons 
that allow pay what you need 
approach. 

• Provided at a fraction of the cost 
of operating your own SOC. 

PROFESSIONAL Plan 

1225 EUR/mo 

LITE Plan 

425 EUR/mo 

  

ADVANCED Plan 

2 575 EUR/mo 

 

  
• Gain complete visibility, deep 

analysis, recommendations, 
and security awareness 
trainings for your employees 

• Analysis of up to 10 GB/day 
log data and 200 GB/day 
network data 

• Included ERT and optional 
UEBA 

• Gain visibility on your 
company’s security posture 
and recommendations on 
how to deal with security 
threats, risks, and actors  

• Analysis of up to 5 GB/day 
log data and 100 GB/day 
network data 

• Optional ERT and UEBA 

• Gain visibility on the security 
posture of all your 
company’s IT infrastructure 

• Analysis of up to 2 GB/day 
log data 

• Optional emergency 
response team (ERT) and 
user and endpoint behavior 
analytics (UEBA)  

Start to mitigate cyber threats 
and minimize the risk! 

Get visibility on the cyber 
threats targeting your 

company! 

Complete visibility, deep 
analysis, and cyber threat 
mitigation! 

The modern cybersecurity threat landscape is constantly evolving. 
New vulnerabilities and zero-day attacks are discovered every day. 
The old vulnerabilities still exist. The tools to exploit these 
vulnerabilities are applying more complex techniques. But are getting 
easier to use.  

Mitigating modern cyber threats require solutions for continuous 
monitoring, correlation, and behavior analysis that are expensive and 
require significant amount of time to be implemented.  Moreover, 
many organizations struggle to hire and retain the expensive security 
experts needed to operate those solutions and provide value by 
defending the organizations. 

The ASOC by Telelink allows organizations get visibility, control, and 
recommendations on improving their security posture for a fixed and 
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What is inside: 
• Infrastructure Security Monitoring – the essential minimum to cybersecurity and to detect anomalies 

is to monitor your infrastructure 24x7x365 
• Vulnerability Management – get visibility on the risks new or old vulnerabilities are posing to your IT 

infrastructure and get recommendations on how to reduce or mitigate those risks 
• Attack Detection – get data from state-of-the-art cybersecurity tools, detect attacks and breaches, 

and involve our ASOC Analytics Team to perform human triage and threat hunting to precisely define 
the risks of the attack 

• Reports and Recommendations – get detailed tailored reports with structured recommendations on 
how to prevent malicious activities (attacks) and take preventive measures 

• Advanced Attack Analysis – get information on the attack vector, the attack surface, potential threat 
actors, and their objectives and motives for the attack 

• Forensic Analysis – in case of severe cybercrimes the ASOC team can perform forensic analysis and/or 
support the authorities 

• Bulletins, Training and Awareness – be timely informed on critical vulnerabilities with tailored and 
emerging threats bulletins and security awareness trainings to stop people being the weakest link 
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1. Lazarus hackers abuse Dell driver bug using new 
FudModule rootkit 

The notorious North Korean hacking group 'Lazarus' was seen installing a Windows rootkit that 
abuses a Dell hardware driver in a Bring Your Own Vulnerable Driver attack. 

The spear-phishing campaign unfolded in the autumn of 2021, and the confirmed targets 
include an aerospace expert in the Netherlands and a political journalist in Belgium. 

According to ESET, which published a report on the campaign today, the primary goal was 
espionage and data theft. 

Abusing Dell driver for BYOVD attacks 

The EU-based targets of this campaign were emailed fake job offers, this time for Amazon, a 
typical and common social engineering trick employed by the hackers in 2022. 

Opening these documents downloads a remote template from a hardcoded address, followed 
by infections involving malware loaders, droppers, custom backdoors, and more. 

ESET reports that among the tools deployed in this campaign, the most interesting is a new 
FudModule rootkit that abuses a BYOVD (Bring Your Own Vulnerable Driver) technique to 
exploit a vulnerability in a Dell hardware driver for the first time. 

"The most notable tool delivered by the attackers was a user-mode module that gained the 
ability to read and write kernel memory due to the CVE-2021-21551 vulnerability in a legitimate 
Dell driver," explains ESET in a new report on the attack. 

"This is the first ever recorded abuse of this vulnerability in the wild." 

"The attackers then used their kernel memory write access to disable seven mechanisms the 
Windows operating system offers to monitor its actions, like registry, file system, process 
creation, event tracing etc., basically blinding security solutions in a very generic and robust 
way." 

A Bring Your Own Vulnerable Driver (BYOVD) attack is when threat actors load legitimate, 
signed drivers in Windows that also contain known vulnerabilities. As the kernel drivers are 
signed, Windows will allow the driver to be installed in the operating system. 

However, the threat actors can now exploit the driver's vulnerabilities to launch commands with 
kernel-level privileges. 

In this attack, Lazarus was exploiting the CVE-2021-21551 vulnerability in a Dell hardware driver 
("dbutil_2_3.sys"), which corresponds to a set of five flaws that remained exploitable for 12 
years before the computer vendor finally pushed security updates for it. 
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In December 2021, researchers at Rapid 7 warned about this particular driver being an excellent 
candidate for BYOVD attacks due to Dell’s inadequate fixes, allowing kernel code execution 
even on recent, signed versions. 

It appears that Lazarus was already well aware of this potential for abuse and exploited the Dell 
driver well before security analysts issued their public warnings. 

"The attackers then used their kernel memory write access to disable seven mechanisms the 
Windows operating system offers to monitor its actions, like registry, file system, process 
creation, event tracing etc., basically blinding security solutions in a very generic and robust 
way," continued ESET's report. 

For those interested in the BYOVD aspect of the Lazarus attack, you can dive into the details 
on this 15-page technical paper that ESET published separately. 
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BLINDINGCAN and other tools 

ESET added that the group deployed its trademark custom HTTP(S) backdoor ‘BLINDINGCAN,’ 
first discovered by U.S. intelligence in August 2020 and attributed to Lazarus by Kaspersky in 
October 2021. 

The 'BLINDINGCAN' remote access trojan (RAT) sampled by ESET appears to run with significant 
backing from an undocumented server-side dashboard that performs parameter validation. 

The backdoor supports an extensive set of 25 commands, covering file actions, command 
execution, C2 communication configuration, screenshot taking, process creation and 
termination, and system info exfiltration. 

Other tools deployed in the presented campaign are the previously described FudModule 
Rootkit, an HTTP(S) uploader used for secure data exfiltration, and various trojanized open-
source apps like wolfSSL and FingerText. 

Trojanizing open-source tools are something Lazarus continues to do, as a Microsoft report 
from yesterday mentions this technique was used with PuTTY, KiTTY, TightVNC, Sumatra PDF 
Reader, and the muPDF/Subliminal Recording software installer. 

Source: https://www.bleepingcomputer.com/news/security/lazarus-hackers-abuse-dell-driver-
bug-using-new-fudmodule-rootkit/ 

2. Web browser app mode can be abused to make 
desktop phishing pages 

A new phishing technique using Chrome's Application Mode feature allows threat actors to 
display local login forms that appear as desktop applications, making it easier to steal 
credentials. 

The Application Mode feature is available in all Chromium-based browsers, including Google 
Chrome, Microsoft Edge and the Brave Browser. It can generate realistic-looking login screens 
that are hard to differentiate from a legitimate login prompt. 

Because desktop applications are generally harder to spoof, users are less likely to treat them 
with the same caution they reserve for browser windows that are more widely abused for 
phishing. 

The potential for using Chrome's app mode in phishing attacks was demonstrated by 
researcher mr.d0x, who also devised "Browser-in-the-Browser" attacks earlier in the year. 
Multiple threat actors later used the BiTB technique in phishing attacks to steal credentials. 

https://www.bleepingcomputer.com/news/security/lazarus-hackers-abuse-dell-driver-bug-using-new-fudmodule-rootkit/
https://www.bleepingcomputer.com/news/security/lazarus-hackers-abuse-dell-driver-bug-using-new-fudmodule-rootkit/
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Chromium application mode feature 

Chrome's application mode allows web developers to create web apps with a native desktop 
appearance suitable for ChromeOS or users who want to enjoy a clean, minimalist interface, 
like watching YouTube. 

The app mode allows websites to launch in a separate window that doesn't display a URL 
address bar, browser toolbars, etc., while the Windows Taskbar displays the website's favicon 
instead of Chrome's icon. 

This can allow threat actors to create fake desktop login forms, and if the user isn't knowingly 
launching these "apps," it could lead to sneaky phishing attacks. 

Abusing app mode in attacks 

To conduct an attack using the technique, threat actors must first convince a user to run a 
Windows shortcut that launches a phishing URL using Chromium's App Mode feature. 

After Microsoft started disabling macros by default in Office, threat actors have switched to 
new phishing attacks that have proven to be very successful. One method that is commonly 
used is to email Windows shortcuts (.LNK) in ISO archives to distribute QBot, BazarLoader, 
BumbleBee, and other malware. 

However, installing malware is very noisy and can easily be detected by security software 
running on the machine. On the other hand, opening a browser to a new phishing URL will less 
likely be detected. 

With Microsoft Edge now installed in Windows 10 and later by default, it is easier to conduct 
these attacks, as threat actors can simply distribute Windows shortcut files that launch 
Microsoft Edge. 
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As mr.d0x explains in his post, using the following commands, a malicious attacker could create 
shortcuts that launch a phishing "applet" on the target's computer. 

 

 

Although this would require access to the target's machine, which is a strong prerequisite, this 
isn't the only way to abuse Chrome's app mode. 

Alternatively, the attacker can use a portable HTML file to launch the attack, embedding the "-
app" parameter to point to a phishing site and distribute the files to targets. 
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Depending on the use case, an attacker can also use the Browser-in-the-Browser technique to 
insert a fake address bar by adding the required HTML/CSS, and creating clones of software, 
like, for example, Microsoft 365, Microsoft Teams, or even VPN login prompts. 

The researcher also claims it's possible to launch the attack on macOS and Linux using the 
appropriate commands for these operating systems. 

 

The phishing window can also receive action commands via JavaScript, like closing after the 
user enters their login credentials, accepting window resize requests, or rendering on a specific 
position on the screen. 

The attack's potential is limited due to the requirement that Chromium app mode is launched 
locally on a device. This local access means that there is already some degree of compromise 
of the device. 

However, once threat actors trick a target into launching a Windows shortcut, the potential for 
advanced phishing attacks is only limited by an attacker's creativity. 

Update 10/6/22: Google shared the following statement regarding using the Chromium 
Application Mode feature for phishing attacks: 
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Source: https://www.bleepingcomputer.com/news/security/web-browser-app-mode-can-be-
abused-to-make-desktop-phishing-pages/ 

3. Hundreds of Microsoft SQL servers backdoored 
with new malware 

Security researchers have found a new piece of malware targeting Microsoft SQL servers. 
Named Maggie, the backdoor has already infected hundreds of machines all over the world. 

Maggie is controlled through SQL queries that instruct it to run commands and interact with 
files. Its capabilities extend to brute-forcing administrator logins to other Microsoft SQL servers 
and doubling as a bridge head into the server's network environment. 

The backdoor was discovered by German analysts Johann Aydinbas and Axel Wauer of the 
DCSO CyTec. Telemetry data shows that Maggie is more prevalent in South Korea, India, 
Vietnam, China, Russia, Thailand, Germany, and the United States. 

 

https://www.bleepingcomputer.com/news/security/web-browser-app-mode-can-be-abused-to-make-desktop-phishing-pages/
https://www.bleepingcomputer.com/news/security/web-browser-app-mode-can-be-abused-to-make-desktop-phishing-pages/
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Maggie commands 

Analysis of the malware revealed that it disguises as an Extended Stored Procedure DLL 
(“sqlmaggieAntiVirus_64.dll”) that is digitally signed by DEEPSoft Co. Ltd, a company that 
appears to be based in South Korea. 

Extended Stored Procedure files extend the functionality of SQL queries by using an API that 
accepts remote user arguments and responds with unstructured data. 

Maggie abuses this technical behavior to enable remote backdoor access with a rich set of 51 
commands. 
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A report from DCSO CyTec says that the variety of commands supported by Maggie allow 
querying for system information, executing programs, interacting with files and folders, 
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enabling remote desktop services (TermService), running a SOCKS5 proxy, and setting up port 
forwarding. 

The attackers can append arguments to these commands, and Maggie even offers usage 
instructions for the supported arguments in some cases. 

 

The researchers say that the command list also includes four “Exploit” commands, indicating 
that the attacker may rely on known vulnerabilities for some actions, such as adding a new 
user. 

However, the analysts couldn’t test the exploits as they appear to depend on an additional DLL 
that is not shipped with Maggie. 

Brute-forcing admin passwords happens through the commands “SqlScan” and “WinSockScan” 
after defining a password list file and a thread count. If successful, a hardcoded backdoor user 
is added to the server. 

Maggie network bridge 

The malware offers simple TCP redirection functionality, which allows remote attackers to 
connect to any IP address the infected MS-SQL server can reach. 

 

“The implementation enables port reuse, making the redirection transparent to authorized 
users, while any other connecting IP is able to use the server without any interference or 
knowledge of Maggie,” the researchers added. 

The malware also features SOCKS5 proxy functionality to route all network packets through a 
proxy server, making it even stealthier if needed. 
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At this time some details remain unknown, like the post-infection use of Maggie, how the 
malware is planted in the servers in the first place, and who is behind these attacks. 

Source: https://www.bleepingcomputer.com/news/security/hundreds-of-microsoft-sql-servers-
backdoored-with-new-malware/ 

4. Fortinet warns admins to patch critical auth bypass 
bug immediately 

Fortinet has warned administrators to update FortiGate firewalls, FortiProxy web proxies, and 
FortiSwitch Manager (FSWM) on-premise management platforms to the latest versions, which 
address a critical severity vulnerability. 

The security flaw (tracked as CVE-2022-40684) is an authentication bypass on the 
administrative interface that could allow remote threat actors to log into unpatched devices. 

"An authentication bypass using an alternate path or channel [CWE-88] in FortiOS and 
FortiProxy may allow an unauthenticated attacker to perform operations on the administrative 
interface via specially crafted HTTP or HTTPS requests," Fortinet explains in a customer support 
bulletin issued today. 

"This is a critical vulnerability and should be dealt with the utmost urgency," the company adds. 

Fortinet has also emailed customers and advised them to update to the latest available versions 
immediately. 

"Due to the ability to exploit this issue remotely, Fortinet is strongly recommending all 
customers with the vulnerable versions to perform an immediate upgrade," the company 
warned. 

According to a Shodan search, more than 100,000 FortiGate firewalls are reachable from the 
Internet, although it's unknown if their management interfaces are also exposed. 

https://www.bleepingcomputer.com/news/security/hundreds-of-microsoft-sql-servers-backdoored-with-new-malware/
https://www.bleepingcomputer.com/news/security/hundreds-of-microsoft-sql-servers-backdoored-with-new-malware/
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The complete list of products vulnerable to attacks attempting to exploit the CVE-2022-40 flaw 
includes: 

• FortiOS: From 7.0.0 to 7.0.6 and from 7.2.0 to 7.2.1 
• FortiProxy: From 7.0.0 to 7.0.6 and 7.2.0 
• FortiSwitchManager: Versions 7.0.0 and 7.2.0 

Per today's customer support bulletin, Fortinet released security patches on Thursday, asking 
customers to update vulnerable devices to FortiOS 7.0.7 or 7.2.2 and above, FortiProxy 7.0.7 or 
7.2.1 and above, and FortiSwitchManager 7.2.1 or above. 

Workaround available until deploying patches 

The company also provides a workaround for those who can't immediately deploy security 
updates. 

To block remote attackers from bypassing authentication and logging into vulnerable FortiGate 
and FortiProxy deployments, customers should limit the IP addresses that can reach the 
administrative interface using a local-in-policy. 

Detailed information on how to disable the vulnerable HTTP/HTTPS administrative interface for 
FortiOS, FortiProxy, and FortiSwitchManager can be found in this Fortinet PSIRT advisory 
published Monday, October 10. 

However, as revealed in an advanced communication to "selected customers," Fortinet advises 
admins to disable remote management user interfaces to ensure that potential attacks are 
blocked. 

"If these devices cannot be updated in a timely manner, internet facing HTTPS Administration 
should be immediately disabled until the upgrade can be performed," Fortinet said. 
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A Fortinet spokesperson refused to comment when asked if the vulnerability is actively 
exploited in the wild and hinted that the company would share more information in the coming 
days. 

"Customer communications often detail the most up-to-date guidance and recommended next 
steps to best protect and secure their organization," the Fortinet spokesperson said. 

"There are instances where confidential advance customer communications can include early 
warning on Advisories to enable customers to further strengthen their security posture, which 
then will be publicly released in the coming days to a broader audience." 

Update October 07, 13:22 EDT: Added Fortinet statement. 

Update October 10, 11:36 EDT: Added info on FortiSwitchManager versions. 

Source: https://www.bleepingcomputer.com/news/security/fortinet-warns-admins-to-patch-
critical-auth-bypass-bug-immediately/ 

5. ConnectWise fixes RCE bug exposing thousands of 
servers to attacks 

ConnectWise has released security updates to address a critical vulnerability in the 
ConnectWise Recover and R1Soft Server Backup Manager (SBM) secure backup solutions. 

The security flaw is due to an injection weakness described by the company in an advisory 
issued today as "Improper Neutralization of Special Elements in Output Used by a Downstream 
Component." 

Affected software versions include ConnectWise Recover or earlier and R1Soft SBM v6.16.3 or 
earlier. 

Hacking group abuses antivirus software to launch LODEINFO malware 

Connectwise added that this is a critical severity vulnerability that could enable attackers to 
access confidential data or execute code remotely. 

It also tagged it as a high-priority issue, as a flaw that's either exploited in attacks or at a high 
risk of being targeted in the wild. 

Discovered by Code White security researcher Florian Hauser and expanded by Huntress Labs 
security researchers John Hammond and Caleb Stewart, the vulnerability can be used to "push 
ransomware" through thousands of R1Soft servers exposed on the Internet, according to 
Huntress Labs CEO Kyle Hanslovan. 

According to a Shodan scan, more than 4,800 Internet-exposed R1Soft servers are likely 
exposed to attacks if they haven't been patched since ConnectWise has released patches for 
this RCE bug. 

https://www.bleepingcomputer.com/news/security/fortinet-warns-admins-to-patch-critical-auth-bypass-bug-immediately/
https://www.bleepingcomputer.com/news/security/fortinet-warns-admins-to-patch-critical-auth-bypass-bug-immediately/
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"Affected ConnectWise Recover SBMs have automatically been updated to the latest version 
of Recover (v2.9.9)," ConnectWise said. 

On the other hand, R1Soft users were advised to "upgrade the server backup manager to SBM 
v6.16.4 released October 28, 2022 using the R1Soft upgrade wiki." 

The company also recommended patching all impacted R1Soft backup servers as soon as 
possible. 

While patching critical vulnerabilities is always commendable, cybersecurity professionals are 
concerned [1, 2, 3] that doing it at the end of the week, on a Friday evening, can be unfortunate, 
if not dangerous, timing. 

This is because threat actors will jump at the occasion to develop exploits and compromise any 
Internet-exposed servers left unpatched. 

Weekends are also when attackers are the most active, given that most IT and security teams 
aren't around to detect and stop their malicious activities. 

 

An end-of-the-week release also makes it harder to patch any vulnerable servers before the 
weekend, potentially exposing more systems to attack for at least a few days. 
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As the R1Soft SBM backup solution is a popular tool among managed service providers and 
cloud hosting providers there are concerns that not patching the flaw quickly could lead to a 
significant security incident. 

Source: https://www.bleepingcomputer.com/news/security/connectwise-fixes-rce-bug-exposing-
thousands-of-servers-to-attacks/ 

6. Toyota discloses data leak after access key 
exposed on GitHub 

Toyota Motor Corporation is warning that customers' personal information may have been 
exposed after an access key was publicly available on GitHub for almost five years. 

Toyota T-Connect is the automaker's official connectivity app that allows owners of Toyota cars 
to link their smartphone with the vehicle's infotainment system for phone calls, music, 
navigation, notifications integration, driving data, engine status, fuel consumption, and more. 

Toyota discovered recently that a portion of the T-Connect site source code was mistakenly 
published on GitHub and contained an access key to the data server that stored customer email 
addresses and management numbers. 

This made it possible for an unauthorized third party to access the details of 296,019 customers 
between December 2017 and September 15, 2022, when access to the GitHub repository was 
restricted. 

On September 17, 2022, the database's keys were changed, purging all potential access from 
unauthorized third parties. 

The announcement explains that customer names, credit card data, and phone numbers have 
not been compromised as they weren't stored in the exposed database. 

Toyota blamed a development subcontractor for the error but recognized its responsibility for 
the mishandling of customer data and apologized for any inconvenience caused. 

The Japanese automaker concludes that while there are no signs of data misappropriation, it 
cannot rule out the possibility of someone having accessed and stolen the data. 

"As a result of an investigation by security experts, although we cannot confirm access by a 
third party based on the access history of the data server where the customer's email address 
and customer management number are stored, at the same time, we cannot completely deny 
it," - explains the notice (machine translated). 

For this reason, all users of T-Connect who registered between July 2017 and September 2022 
are advised to be vigilant against phishing scams and avoid opening email attachments from 
unknown senders claiming to be from Toyota. 

https://www.bleepingcomputer.com/news/security/connectwise-fixes-rce-bug-exposing-thousands-of-servers-to-attacks/
https://www.bleepingcomputer.com/news/security/connectwise-fixes-rce-bug-exposing-thousands-of-servers-to-attacks/
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Forgetting passwords in the code 

This type of security incident has become a large-scale problem that places troves of sensitive 
data at risk of exposure. 

In September, Symantec's security analysts unveiled that nearly 2,000 applications for iOS and 
Android contain hard-coded AWS credentials in their code. 

This is typically the result of developer negligence, storing credentials in the code to make asset 
fetching, service access, and configuration updating quick and easy while testing multiple app 
iterations. 

These credentials should be removed when the software is ready for actual deployment, but 
unfortunately, as the case of the T-Connect app shows, this isn't always done. 

Due to this ongoing problem, GitHub has begun scanning published code for secrets and 
blocking code commits that contain authentication keys to better secure projects. 

However, if a developer uses non-standard access keys or custom tokens, GitHub will not be 
able to detect them by default. 

Source: https://www.bleepingcomputer.com/news/security/toyota-discloses-data-leak-after-
access-key-exposed-on-github/ 

7. Critical VM2 flaw lets attackers run code outside 
the sandbox 

Researchers are warning of a critical remote code execution flaw in 'vm2', a JavaScript sandbox 
library downloaded over 16 million times per month via the NPM package repository. 

The vm2 vulnerability is tracked as CVE-2022-36067 and received a severity rating of 10.0, the 
maximum score in the CVSS system, as it could allow attackers to escape the sandbox 
environment and run commands on a host system. 

Sandboxes are meant to be an isolated environment that is walled off from the rest of the 
operating system. However, as developers commonly use sandboxes to run or test potentially 
unsafe code, the ability to "escape" from this confined environment and execute code on the 
host is a massive security problem. 

Escaping the sandbox 

Security researchers at Oxeye have found a clever way to customize the call stack of an error 
that occurs in VM2 to generate “CallSite” objects created outside the sandbox and use them to 
access Node’s global objects and execute commands. 

While the library's authors attempted to mitigate this possibility in the past, Oxeye's researchers 
found a way to bypass this mitigation mechanism by using a custom implementation of the 
"prepareStackTrace" method. 

https://www.bleepingcomputer.com/news/security/toyota-discloses-data-leak-after-access-key-exposed-on-github/
https://www.bleepingcomputer.com/news/security/toyota-discloses-data-leak-after-access-key-exposed-on-github/
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"The reporter's POC bypassed the logic above since vm2 missed wrapping specific methods 
related to the "WeakMap" JavaScript built-in type," the researchers explain in their report.  

"This allowed the attacker to provide their own implementation of "prepareStackTrace," then 
trigger an error, and escape the sandbox." 

 

The analysts found that it’s also possible to override the global Error object with a custom 
object that implements the “prepareStackTrace” function, again accessing “CallSite” objects 
created outside the sandbox and running commands in the current process. 
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Update as soon as possible 

Oxeye’s research team discovered this critical problem on August 16, 2022, and reported it to 
the VM2 team a couple of days later, who confirmed they had launched an investigation. 

Eventually, the authors of the popular library released version 3.9.11 on August 28, 2022, which 
addressed the sandbox escape and code execution problems. 

Software developers are urged to update to the latest VM2 version and replace older releases 
in their projects as soon as possible. 

For end users, it is important to note that it could take a while before virtualization software 
tools relying on VM2 apply the available security update. 

As we saw with Log4Shell, a critical security problem in a widely deployed open-source library 
may persist for extended periods without the impacted users even knowing they’re vulnerable 
due to the obscurity in the supply chain. 

If you use a sandbox solution, check if it relies on VM2 and whether it's using the latest version. 

Source: https://www.bleepingcomputer.com/news/security/critical-vm2-flaw-lets-attackers-run-
code-outside-the-sandbox/ 

https://www.bleepingcomputer.com/news/security/critical-vm2-flaw-lets-attackers-run-code-outside-the-sandbox/
https://www.bleepingcomputer.com/news/security/critical-vm2-flaw-lets-attackers-run-code-outside-the-sandbox/
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8. VMware vCenter Server bug disclosed last year still 
not patched 

VMware informed customers today that vCenter Server 8.0 (the latest version) is still waiting 
for a patch to address a high-severity privilege escalation vulnerability disclosed in November 
2021. 

This security flaw (CVE-2021-22048) was found by CrowdStrike's Yaron Zinar and Sagi Sheinfeld 
in vCenter Server's IWA (Integrated Windows Authentication) mechanism, and it also affects 
VMware's Cloud Foundation hybrid cloud platform deployments. 

Attackers with non-administrative access can exploit it to elevate privileges to a higher 
privileged group on unpatched servers. 

VMware says this flaw can only be exploited by attackers using a vector network adjacent to 
the targeted server as part of high-complexity attacks requiring low privileges and no user 
interaction (however, NIST NVD's CVE-2021-22048 entry says it's exploitable remotely in low-
complexity attacks). 

Despite this, VMware has evaluated the bug's severity as Important, meaning that "exploitation 
results in the complete compromise of confidentiality and/or integrity of user data and/or 
processing resources through user assistance or by authenticated attackers." 

Although the company released security updates in July 2022 that only addressed the flaw for 
servers running the latest available release at the time (vCenter Server 7.0 Update 3f), it 
retracted the patches 11 days later because they didn't remediate the vulnerability and caused 
Secure Token Service (vmware-stsd) crashes while patching. 

"VMware has determined that vCenter 7.0u3f updates previously mentioned in the response 
matrix do not remediate CVE-2021-22048 and introduce a functional issue," VMware says in 
the advisory. 
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Workaround until a patch is released 

Even though patches are pending for all affected products, VMware provides a workaround 
allowing admins to remove the attack vector. 

To block attack attempts, VMware advises admins to switch to Active Directory over LDAPs 
authentication OR Identity Provider Federation for AD FS (vSphere 7.0 only) from the impacted 
Integrated Windows Authentication (IWA). 

"Active Directory over LDAP authentication is not impacted by this vulnerability. However, 
VMware strongly recommend that customers plan to move to another authentication method," 
the company explains. 

"Active Directory over LDAPs does not understand domain trusts, so customers that switch to 
this method will have to configure a unique identity source for each of their trusted domains. 
Identity Provider Federation for AD FS does not have this restriction." 

VMware also provides detailed instructions on switching to Active Directory over LDAPs (here 
and here) and changing to Identity Provider Federation for AD FS. 

Source: https://www.bleepingcomputer.com/news/security/vmware-vcenter-server-bug-
disclosed-last-year-still-not-patched/ 

9. Malicious WhatsApp mod distributed through 
legitimate apps 

Last year, we wrote about the Triada Trojan inside FMWhatsApp, a modified WhatsApp build. 
At that time, we discovered that a dropper was found inside the distribution, along with an 
advertising SDK. This year, the situation has repeated, but with a different modified build, 
YoWhatsApp version 2.22.11.75. Inside it, we found a malicious module that we detect as 
Trojan.AndroidOS.Triada.eq. 

 

The module decrypted and launched the Trojan.AndroidOS.Triada.ef main payload. 

https://www.bleepingcomputer.com/news/security/vmware-vcenter-server-bug-disclosed-last-year-still-not-patched/
https://www.bleepingcomputer.com/news/security/vmware-vcenter-server-bug-disclosed-last-year-still-not-patched/
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Payload decoding and launch 

In addition, the malicious module stole various keys required for legitimate WhatsApp to work. 
We assume that to resolve this problem, the cybercriminals had to figure out all the intricacies 
of the messenger before writing the new version. 
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The Trojan reads WhatsApp keys… 

 

… and sends collected data to the control server 

The keys of interest to the cybercriminals are typically used in open-source utilities that allow 
the use of a WhatsApp account without the app. If the keys are stolen, a user of a malicious 
WhatsApp mod can lose control over their account. 
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We note that in other respects, the infected build of YoWhatsApp is a fully working messenger 
with some additional features, such as customizing interface or blocking access to individual 
chats. When installed, it asks for the same permissions as the original WhatsApp messenger, 
such as access to SMS. The same permissions are granted to the Triada Trojan. It, and similar 
malware, can use them to add paid subscriptions without the user’s knowledge, for example. 

How the malicious YoWhatsApp messenger is spread 

After discovering a new malicious WhatsApp mod, we decided to find out where it was coming 
from. According to statistics, the source was ads in the popular Snaptube app. After a brief 
check, we confirmed that you can find YoWhatsApp ads in the official Snaptube app (MD5: 
C3B2982854814E537CD25D27E295CEFE), and when clicking on one, the user will be prompted 
to install the malicious build. 

 

This is not the first time we’ve encountered this kind of distribution method. Previously, for 
example, a similar situation occurred with the CamScanner app, a version of which, posted on 
Google Play Market, contained an ad library with a malicious component. We warned the 
developers of Snaptube that the ads in their app were being used by cybercriminals. 

Our investigation did not end there. We later found a malicious version of the YoWhatsApp 
build in the popular Vidmate mobile app (MD5 CBA56F43C1EF32C43F7FC5E2AC368CDC) 
designed to save and watch videos from YouTube. Unlike Snaptube, the malicious build was 
uploaded in the internal store, which is part of Vidmate. The modification’s name is WhatsApp 
Plus, but its features, legitimate and malicious, are similar to those found on Snaptube. The 
YoWhatsApp build version is also the same. 



 

Security Bulletin, November 2022 28  
PUBLIC 

 

 

Conclusion 

Cybercriminals are increasingly using the power of legitimate software to distribute malicious 
apps. This means that users who choose popular apps and official installation sources, may still 
fall victim to them. In particular, malware like Triada can steal an IM account, and for example, 
use it to send unsolicited messages, including malicious spam. The user’s money is also at risk, 
as the malware can easily set up paid subscriptions for the victim. 

IOCs 

MD5 

AC6C42D2F312FE8E5FB48FE91C83656B 

CAA640824B0E216FAB86402B14447953 

72645469B04AF2D89BC24ADDA2705B68 

DEAAFDD4B289443261E18B244EAFB577 

F67A1866C962F870571587B833ADD47B 
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47674B2ADA8586ACAF34065FF4CF788A 

8EE2DF87E75CC8AB1B77C54288D7A2D9 

C&C 

hxxps://wa.zcnewy[.]com 

hxxp://av2wg.rt14v[.]com:13002 

hxxps://g1790.rt14v[.]com:13001 

Source: https://securelist.com/malicious-whatsapp-mod-distributed-through-legitimate-
apps/107690/ 

10. Exploit available for critical Fortinet auth bypass 
bug, patch now 

Proof-of-concept exploit code is now available for a critical authentication bypass vulnerability 
affecting Fortinet's FortiOS, FortiProxy, and FortiSwitchManager appliances. 

This security flaw (CVE-2022-40684) allows attackers to bypass the authentication process on 
the administrative interface of FortiGate firewalls, FortiProxy web proxies, and FortiSwitch 
Manager (FSWM) on-premise management instances. 

Fortinet released security updates to address this flaw last Thursday. It also urged customers in 
private alerts to disable remote management user interfaces on affected devices "with the 
utmost urgency." 

Horizon3.ai security researchers released a proof-of-concept (PoC) exploit and a technical root 
cause analysis for this vulnerability today, following an announcement that a CVE-2022-40684 
PoC will be made available this week. 

The PoC exploit is designed to abuse the authentication bypass flaw to set an SSH key for the 
user specified when launching the Python script from the command line. 

"An attacker can use this vulnerability to do just about anything they want to the vulnerable 
system. This includes changing network configurations, adding new users, and initiating packet 
captures," explained Horizon3.ai exploit developer James Horseman. 

"This exploit seems to follow a trend among recently discovered enterprise software 
vulnerabilities where HTTP headers are improperly validated or overly trusted." 

Additionally, according to previous Horizon3.ai analysis, attackers may also further compromise 
systems by: 

• Modifying the admin users' SSH keys to enable the attacker to log in to the 
compromised system. 

• Adding new local users. 
• Updating networking configurations to reroute traffic. 

https://securelist.com/malicious-whatsapp-mod-distributed-through-legitimate-apps/107690/
https://securelist.com/malicious-whatsapp-mod-distributed-through-legitimate-apps/107690/
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• Downloading the system configuration. 
• Initiating packet captures to capture other sensitive system information. 

Actively exploited in attacks 

While a publicly available PoC exploit would be a strong enough incentive to immediately patch 
all vulnerable FortiOS, FortiProxy, and FortiSwitchManager appliances, the bug is also being 
abused in ongoing attacks. 

Even though a Fortinet spokesperson refused to comment when asked if the vulnerability is 
actively exploited in the wild when BleepingComputer reached out on Friday, the company 
confirmed Monday that it was aware of at least one attack where the vulnerability has been 
abused. 

"Fortinet is aware of an instance where this vulnerability was exploited, and recommends 
immediately validating your systems against the following indicator of compromise in the 
device's logs: user= "Local_Process_Access," Fortinet said. 

CISA added CVE-2022-40684 on Tuesday to its list of security bugs known to be exploited in 
the wild, requiring all Federal Civilian Executive Branch agencies to patch their Fortinet devices 
until November 1st to block ongoing attacks. 

Cybersecurity company GreyNoise also shared on Thursday that it has seen attackers 
attempting to exploit CVE-2022-40684 in the wild. 
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"If these devices cannot be updated in a timely manner, internet facing HTTPS Administration 
should be immediately disabled until the upgrade can be performed," Fortinet warned 
customers last week in private notifications. 

Admins who cannot immediately apply patches or disable vulnerable appliances to ensure that 
their servers aren't compromised can also use mitigation measures shared by Fortinet in this 
security advisory. 

The workarounds require disabling the HTTP/HTTPS administrative interface or limiting the IP 
addresses that can reach the admin interface using a Local in Policy. 

Those who want to verify if their devices have already been compromised before applying 
mitigations or patches can check the devices' logs for user=" Local_Process_Access", 
user_interface=" Node.js", or user_interface=" Report Runner". 

Source: https://www.bleepingcomputer.com/news/security/exploit-available-for-critical-
fortinet-auth-bypass-bug-patch-now/ 

11. Microsoft Office 365 email encryption could expose 
message content 

Security researchers at WithSecure, previously F-Secure Business, found that it is possible to 
partially or fully infer the contents of encrypted messages sent through Microsoft Office 365 
due to the use of a weak block cipher mode of operation. 

Organizations use Office 365 Message Encryption to send or receive emails, both external and 
internal, to ensure confidentiality of the content from destination to source. 

However, the feature encrypts the data using the Electronic Code Book (ECB) mode, which 
allows inferring the plaintext message under certain conditions. 

Mozilla Firefox fixes freezes caused by new Windows 11 feature 

ECB mode issue 

The main problem with ECB is that repetitive areas in the plaintext data have the same 
encrypted result when the same key is used, thus creating a pattern. 

The issue was highlighted after the massive Adobe data breach in 2013 when tens of millions 
of passwords were leaked and researchers discovered that the company used ECB mode to 
encrypt the data, making it possible to obtain plaintext passwords. 

This weakness was highlighted again in 2020 when it was discovered that the widely used 
teleconference application Zoom used  the same 128-bit key to encrypt all audio and video 
using the AES algorithm with ECB mode. 

https://www.bleepingcomputer.com/news/security/exploit-available-for-critical-fortinet-auth-bypass-bug-patch-now/
https://www.bleepingcomputer.com/news/security/exploit-available-for-critical-fortinet-auth-bypass-bug-patch-now/
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Harry Sintonen of WithSecure underlines that with Office 365 Message Encryption the content 
of the encrypted messages isn’t directly decipherable, but structural information about those 
messages can be captured. 

An attacker able to collect multiple encrypted messages can look for patterns that could lead 
to parts of the message to become gradually readable without the need of an encryption key. 

 

The researcher explains that a large database of messages allows inferring the entire content 
or just parts of it by looking at the relative locations of the repeated sections. 

To demonstrate that this can be achieved, Sintonen revealed the content of an image protected 
by Office 365 Message Encryption. 

 

No solution yet 

Threat actors can analyze stolen encrypted messages offline, since organizations have no way 
to prevent this for already sent messages. Sintonen notes that the use of rights management 
feature does not mitigate the issue. 

The researcher reported this finding to Microsoft in January 2022. The tech giant acknowledged 
the problem and paid a bug bounty but did not release a fix. 

After repeated subsequent queries about the status of the vulnerability, Microsoft told 
WithSecure that “the issue does not meet the bar for security servicing, nor is it considered a 
breach,” and hence there will be no patch for it. 
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BleepingComputer also reached out to Microsoft about this and a company spokesperson said 
that "rights management feature is intended as a tool to prevent accidental misuse and is not 
a security boundary." 

"To help prevent abuse we recommend customers follow best security practices, including 
keeping systems up to date, enabling multi-factor authentication, and using a real time anti-
malware product" - Microsoft 

The reason Microsoft still uses the ECB implementation is support for legacy applications. 
However, the company is working on adding an alternative encryption protocol to future 
product versions. 

WithSecure recommends that until a more secure mode of operation becomes available, users 
and admins should stop using or trusting the Office 365 Message Encryption feature. 

Source: https://www.bleepingcomputer.com/news/security/microsoft-office-365-email-
encryption-could-expose-message-content/ 

12. Almost 900 servers hacked using Zimbra zero-day 
flaw 

Almost 900 servers have been hacked using a critical Zimbra Collaboration Suite (ZCS) 
vulnerability, which at the time was a zero-day without a patch for nearly 1.5 months. 

The vulnerability tracked as CVE-2022-41352 is a remote code execution flaw that allows 
attackers to send an email with a malicious archive attachment that plants a web shell in the 
ZCS server while, at the same time, bypassing antivirus checks. 

According to the cybersecurity company Kaspersky, various APT (advanced persistent threat) 
groups actively exploited the flaw soon after it was reported on the Zimbra forums. 

Chegg sued by FTC after suffering four data breaches within 3 years 

Kaspersky told BleepingComputer that they detected at least 876 servers being compromised 
by sophisticated attackers leveraging the vulnerability before it was widely publicized and 
received a CVE identifier. 

Under active exploitation 

Last week, a Rapid7 report warned about the active exploitation of CVE-2022-41352 and urged 
admins to apply the available workarounds since a security update wasn’t available then. 

On the same day, a proof of concept (PoC) was added to the Metasploit framework, enabling 
even low-skilled hackers to launch effective attacks against vulnerable servers. 

Zimbra has since released a security fix with ZCS version 9.0.0 P27, replacing the vulnerable 
component (cpio) with Pax and removing the weak part that made exploitation possible. 

https://www.bleepingcomputer.com/news/security/microsoft-office-365-email-encryption-could-expose-message-content/
https://www.bleepingcomputer.com/news/security/microsoft-office-365-email-encryption-could-expose-message-content/


 

Security Bulletin, November 2022 34  
PUBLIC 

 

However, the exploitation had picked up the pace by then, and numerous threat actors had 
already started launching opportunistic attacks. 

Volexity reported yesterday that its analysts had identified approximately 1,600 ZCS servers 
that they believe were compromised by threat actors leveraging CVE-2022-41352 to plant 
webshells. 

 

Used by advanced hacking groups 

In private conversations with cybersecurity firm Kaspersky, BleepingComputer was told that an 
unknown APT leveraging the critical flaw had likely pieced together a working exploit based on 
the information posted to the Zimbra forums. 

The first attacks started in September, targeting vulnerable Zimbra servers in India and some 
in Turkey. This initial wave of attacks was likely a testing wave against low-interest targets to 
evaluate the effectiveness of the attack. 

However, Kaspersky assessed that the threat actors compromised 44 servers during this initial 
wave. 

As soon as the vulnerability became public, the threat actors shifted gears and began to 
perform mass targeting, hoping to compromise as many servers worldwide as possible before 
admins patched the systems and shut the door to intruders. 

This second wave had a greater impact, infecting 832 servers with malicious webshells, 
although these attacks were more random than the previous attacks. 

ZCS admins who haven’t applied the available Zimbra security updates or the workarounds 
need to do so immediately, as exploitation activity is in high gear and will likely not stop for 
some time. 

Source: https://www.bleepingcomputer.com/news/security/almost-900-servers-hacked-using-
zimbra-zero-day-flaw/ 

https://www.bleepingcomputer.com/news/security/almost-900-servers-hacked-using-zimbra-zero-day-flaw/
https://www.bleepingcomputer.com/news/security/almost-900-servers-hacked-using-zimbra-zero-day-flaw/
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13. Microsoft data breach exposes customers’ contact 
info, emails 

Microsoft said today that some of its customers' sensitive information was exposed by a 
misconfigured Microsoft server accessible over the Internet. 

The company secured the server after being notified of the leak on September 24, 2022 by 
security researchers at threat intelligence firm SOCRadar. 

"This misconfiguration resulted in the potential for unauthenticated access to some business 
transaction data corresponding to interactions between Microsoft and prospective customers, 
such as the planning or potential implementation and provisioning of Microsoft services," the 
company revealed. 

Hackers selling access to 576 corporate networks for $4 million 

"Our investigation found no indication customer accounts or systems were compromised. We 
have directly notified the affected customers." 

According to Microsoft, the exposed information includes names, email addresses, email 
content, company name, and phone numbers, as well as files linked to business between 
affected customers and Microsoft or an authorized Microsoft partner. 

Redmond added that the leak was caused by the "unintentional misconfiguration on an 
endpoint that is not in use across the Microsoft ecosystem" and not due to a security 
vulnerability. 

Leaked data allegedly linked to 65,000 entities worldwide 

While Microsoft refrained from providing any additional details regarding this data leak, 
SOCRadar revealed in a blog post published today that the data was stored on misconfigured 
Azure Blob Storage. 

In total, SOCRadar claims it was able to link this sensitive information to more than 65,000 
entities from 111 countries stored in files dated from 2017 to August 2022. 

"On September 24, 2022, SOCRadar's built-in Cloud Security Module detected a misconfigured 
Azure Blob Storage maintained by Microsoft containing sensitive data from a high-profile cloud 
provider," SOCRadar said. 

The threat intel company added that, from its analysis, the leaked data "includes Proof-of-
Execution (PoE) and Statement of Work (SoW) documents, user information, product 
orders/offers, project details, PII (Personally Identifiable Information) data, and documents that 
may reveal intellectual property." 

Microsoft added today that it believes SOCRadar "greatly exaggerated the scope of this issue" 
and "the numbers." 
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Furthermore, Redmond said that SOCRadar's decision to collect the data and make it 
searchable using a dedicated search portal "is not in the best interest of ensuring customer 
privacy or security and potentially exposing them to unnecessary risk." 

According to a Microsoft 365 Admin Center alert regarding this data breach published on 
October 4, 2022, Microsoft is "unable to provide the specific affected data from this issue." 

The company's support team also reportedly told customers who reached out that it would not 
notify data regulators because "no other notifications are required under GDPR" besides those 
sent to impacted customers. 

 

Online tool to search the leaked data 

SOCRadar's data leak search portal is named BlueBleed and it allows companies to find if their 
sensitive info was also exposed with the leaked data. 

Besides what was found inside Microsoft's misconfigured server, BlueBleed also allows 
searching for data collected from five other public storage buckets. 

In Microsoft's server alone, SOCRadar claims to have found 2.4 TB of data containing sensitive 
information, with more than 335,000 emails, 133,000 projects, and 548,000 exposed users 
discovered while analyzing the leaked files until now. 

Per SOCRadar's analysis, these files contain customer emails, SOW documents, product offers, 
POC (Proof of Concept) works, partner ecosystem details, invoices, project details, customer 
product price list, POE documents, product orders, signed customer documents, internal 
comments for customers, sales strategies, and customer asset documents. 

"Threat actors who may have accessed the bucket may use this information in different forms 
for extortion, blackmailing, creating social engineering tactics with the help of exposed 
information, or simply selling the information to the highest bidder on the dark web and 
Telegram channels," SOCRadar warned. 
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"No data was downloaded. Some of the data were crawled by our engine, but as we promised 
to Microsoft, no data has been shared so far, and all this crawled data was deleted from our 
systems," SOCRadar VP of Research and CISO Ensar Şeker told BleepingComputer. 

"We redirect all our customers to MSRC if they want to see the original data. Search can be 
done via metadata (company name, domain name, and email). Due to persistent pressure from 
Microsoft, we even have to take down our query page today. 

"On this query page, companies can see whether their data is published anonymously in any 
open buckets. You can think of it like a B2B version of haveIbeenpwned. The leaked data does 
not belong to us, so we keep no data at all. 

"We are highly disappointed about MSRC’s comments and accusations after all the cooperation 
and support provided by us that absolutely prevented the global cyber disaster." 

Update October 19, 14:44 EDT: Added more info on SOCRadar's BlueBleed portal. 

Update October 20,  08:15 EDT: Added SOCRadar statement and info on a notification pushed 
by Microsoft through the M365 admin center on October 4th. 

Source: https://www.bleepingcomputer.com/news/security/microsoft-leaked-customer-data-
from-misconfigured-azure-storage/ 

14. New Malicious Clicker found in apps installed by 
20M+ users 

Authored by SangRyol Ryu 

Cybercriminals are always after illegal advertising revenue. As we have previously reported, we 
have seen many mobile malwares masquerading as a useful tool or utility, and automatically 
crawling ads in the background. Recently the McAfee Mobile Research Team has identified new 
Clicker malware that sneaked into Google Play. In total 16 applications that were previously on 
Google Play have been confirmed to have the malicious payload with an assumed 20 million 
installations. 

https://www.bleepingcomputer.com/news/security/microsoft-leaked-customer-data-from-misconfigured-azure-storage/
https://www.bleepingcomputer.com/news/security/microsoft-leaked-customer-data-from-misconfigured-azure-storage/
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McAfee security researchers notified Google and all of the identified apps are no longer 
available on Google Play. Users are also protected by Google Play Protect, which blocks these 
apps on Android. McAfee Mobile Security products detect this threat as Android/Clicker and 
protect you from malware. For more information, to get fully protected, visit McAfee Mobile 
Security. 

How it works 

The malicious code was found on useful utility applications like Flashlight (Torch), QR readers, 
Camara, Unit converters, and Task managers: 
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Once the application is opened, it downloads its remote configuration by executing an HTTP 
request. After the configuration is downloaded, it registers the FCM (Firebase Cloud Messaging) 
listener to receive push messages. At first glance, it seems like well-made android software. 
However, it is hiding ad fraud features behind, armed with remote configuration and FCM 
techniques. 
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The FCM message has various types of information and that includes which function to call and 
its parameters. The picture below shows some of FCM message history: 

 

When an FCM message receives and meets some condition, the latent function starts working. 
Mainly, it is visiting websites which are delivered by FCM message and browsing them 
successively in the background while mimicking user’s behavior. This may cause heavy network 
traffic and consume power without user awareness during the time it generates profit for the 
threat actor behind this malware. In the picture below there is an example of the network traffic 
generated to get the information required to generate fake clicks and the websites visited 
without user’s consent or interaction: 

 

Malicious components: CAS and LivePosting 

So far, we have identified two pieces of code related to this threat. One is “com.click.cas” library 
which focuses on the automated clicking functionality while “com.liveposting” library works as 
an agent and runs hidden adware services: 
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Depending on the version of the applications, some have both libraries working together while 
other applications only have “com.liveposting” library. The malware is using installation time, 
random delay and user presence to avoid the users from noticing these malicious acts. The 
malicious behavior won’t start if the installation time is within an hour and during the time the 
user is using the device, probably to stay under the radar and avoid being detected right away: 

 

Conclusion 

Clicker malware targets illicit advertising revenue and can disrupt the mobile advertising 
ecosystem. Malicious behavior is cleverly hidden from detection. Malicious actions such as 
retrieving crawl URL information via FCM messages start in the background after a certain 
period of time and are not visible to the user. 

McAfee Mobile Security detects and removes malicious applications like this one that may run 
in the background without user’s knowledge. Also, we recommend having a security software 
installed and activated so you will be notified of any mobile threats present on your device in 
a timely manner. Once you remove this and other malicious applications, you can expect an 
extended battery time and you will notice reduced mobile data usage while ensuring that your 
sensitive and personal data is protected from this and other types of threats. 

IoCs (Indicators of Compromise) 

• liveposting[.]net 
• sideup[.]co[.]kr 
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• msideup[.]co[.]kr 
• post-blog[.]com 
• pangclick[.]com 
• modooalba[.]net 

 

Source: https://www.mcafee.com/blogs/other-blogs/mcafee-labs/new-malicious-clicker-found-
in-apps-installed-by-20m-users/ 

15. How an Attacker Can Achieve Persistence in 
Google Cloud Platform (GCP) with Cloud Shell 

IBM Security X-Force Red took a deeper look at the Google Cloud Platform (GCP) and found a 
potential method an attacker could use to persist in GCP via the Google Cloud Shell. 

Google Cloud Shell is a service that provides a web-based shell where GCP administrative 
activities can be performed. A web-based shell is a nice feature because it allows developers 
and administrators to manage GCP resources without having to install or keep any software 
locally on their system. From a technical perspective, Google notes that Cloud Shell is an 
ephemeral Debian Linux Virtual Machine (VM). What users interact with when they use Cloud 
Shell is actually a Docker container. To use Cloud Shell, you simply log in to the Google Cloud 
console and click the terminal icon, which starts up a Cloud Shell instance, as can be seen 
below. 

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/new-malicious-clicker-found-in-apps-installed-by-20m-users/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/new-malicious-clicker-found-in-apps-installed-by-20m-users/
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Reading the previous paragraph, you probably saw the word “ephemeral” and wondered how 
you can persist in an ephemeral environment. The container spun up by Google Cloud Shell is 
ephemeral, but your home directory (/home) can hold up to 5GB of data and is persistent. 

There is previous research showing how to use the .bashrc file to persist in Cloud Shell. That is 
in this Medium post made by Juan Berner in 2018. Persisting through the .bashrc file is one 
method to persist, but there is another option. 

During our research, we discovered that the Google Cloud Shell has a unique capability at 
startup to read from a file in the home folder called .customize_environment. This file is not 
created by default, but once it is added it will run every time the Cloud Shell is started. 

From an administrative perspective, this is a great convenience. If there are tools an admin 
frequently uses, but are not installed by default, they can write a script within the 
.customize_environment file to install any desired software, change the system’s configuration 
and more. 

If you are a hacker, however, this feature may catch your attention for other reasons. 

Bad guys, penetration testers and red teams typically have a similar goal after they initially 
breach an environment. That goal is to stay inside a compromised network, which means they 
need to have at least one method to maintain their access. In cybersecurity, we refer to this as 
persistence. 

The .customize_environment file is a solid persistence option after initial access is gained to 
GCP. There is a lot of capability with this method. A command and control implant could be 
downloaded and run every time the Cloud Shell is started, or run a script run that steals tokens 
and posts them to the attacker’s server and so on. Outbound filtering on the Cloud Shell 
seemed extremely limited during testing. Below we checked for open TCP ports we could 
connect to outbound, and none were blocked. 
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Open outbound access means that a reverse shell is possible. In the example below we keep it 
simple and run a Netcat reverse shell using the following code in the .customize_environment 
file. This provides us remote access to the compromised Cloud Shell. 

 

The next time Cloud Shell is started up we get a reverse shell. 

 

You can see in the process list that .customize_environment is automatically called with Bash 
at startup and is still running the reverse shell. 

 

There are downsides to this persistence method, however. For it to be effective, the victim must 
use Cloud Shell. If they are an infrequent user or don’t use Cloud Shell, this will not be a reliable 
or effective persistence method. 

Another downside is that the first time an action is performed in Cloud Shell that requires 
authentication, it pops up an authorization window in the user’s browser that must be accepted 
before the command runs. If an unexpected pop-up comes up, a target could get suspicious 
and burn the persistence method. 

A workaround to limit detection would be monitoring the user’s activity and waiting until they 
have made an API call before trying to perform activity that requires authentication. Lastly, if a 
user does not use Cloud Shell regularly the Home directory will be deleted after 120 days of 
inactivity. 
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Authorization popup from command using Curl to attempt to access the Metadata server 

A key advantage of this persistence method is that the ability to detect or block it is very limited. 
Google does not currently provide for logging, firewall rules or etc. to apply to Cloud Shell. 

The only way to effectively block this persistence method is to disable Cloud Shell for all users. 
Below are step-by-step instructions a Google admin user can use to disable Cloud Shell: 

1. Login to the Google Admin console at https://admin.google.com/ 

2. Select Additional Google services on the left menu bar. 

 

3. Now select Google Cloud Platform from the menu in the middle of the screen. 
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4. Click on Cloud Shell settings to open the Cloud Shell options menu. 
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5. Uncheck the box Allow access to Cloud Shell. 

 

6. Lastly, click the SAVE button to save the configuration. 

The Google Cloud Shell is now disabled for the organization. 

In the end, using the .customize_environment file for persistence is a method that under the 
right conditions is a solid persistence option with limited detection capabilities. 

If you’d like to schedule a consult with IBM Security X-Force visit: 
www.ibm.com/security/xforce?schedulerform 

Source: https://securityintelligence.com/posts/attacker-achieve-persistence-google-cloud-
platform-cloud-shell/ 

https://securityintelligence.com/posts/attacker-achieve-persistence-google-cloud-platform-cloud-shell/
https://securityintelligence.com/posts/attacker-achieve-persistence-google-cloud-platform-cloud-shell/
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16. Battle with Bots Prompts Mass Purge of Amazon, 
Apple Employee Accounts on LinkedIn 

On October 10, 2022, there were 576,562 LinkedIn accounts that listed their current employer 
as Apple Inc. The next day, half of those profiles no longer existed. A similarly dramatic drop in 
the number of LinkedIn profiles claiming employment at Amazon comes as LinkedIn is 
struggling to combat a significant uptick in the creation of fake employee accounts that pair 
AI-generated profile photos with text lifted from legitimate users. 

Jay Pinho is a developer who is working on a product that tracks company data, including 
hiring. Pinho has been using LinkedIn to monitor daily employee headcounts at several dozen 
large organizations, and last week he noticed that two of them had far fewer people claiming 
to work for them than they did just 24 hours previously. 

Pinho’s screenshot below shows the daily count of employees as displayed on Amazon’s 
LinkedIn homepage. Pinho said his scraper shows that the number of LinkedIn profiles claiming 
current roles at Amazon fell from roughly 1.25 million to 838,601 in just one day, a 33 percent 
drop: 

 

The number of LinkedIn profiles claiming current positions at Amazon fell 33 percent 
overnight. Image: twitter.com/jaypinho 
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Neither Amazon or Apple responded to requests for comment. LinkedIn declined to answer 
questions about the account purges, saying only that the company is constantly working to 
keep the platform free of fake accounts. In June, LinkedIn acknowledged it was seeing a rise in 
fraudulent activity happening on the platform. 

KrebsOnSecurity hired Menlo Park, Calif.-based SignalHire to check Pinho’s numbers. 
SignalHire keeps track of active and former profiles on LinkedIn, and during the Oct 9-11 
timeframe SignalHire said it saw somewhat smaller but still unprecedented drops in active 
profiles tied to Amazon and Apple. 

“The drop in the percentage of 7-10 percent [of all profiles], as it happened [during] this time, 
is not something that happened before,” SignalHire’s Anastacia Brown told KrebsOnSecurity. 

Brown said the normal daily variation in profile numbers for these companies is plus or minus 
one percent. 

“That’s definitely the first huge drop that happened throughout the time we’ve collected the 
profiles,” she said. 

In late September 2022, KrebsOnSecurity warned about the proliferation of fake LinkedIn 
profiles for Chief Information Security Officer (CISO) roles at some of the world’s largest 
corporations. A follow-up story on Oct. 5 showed how the phony profile problem has affected 
virtually all executive roles at corporations, and how these fake profiles are creating an identity 
crisis for the businesses networking site and the companies that rely on it to hire and screen 
prospective employees. 

A day after that second story ran, KrebsOnSecurity heard from a recruiter who noticed the 
number of LinkedIn profiles that claimed virtually any role in network security had dropped 
seven percent overnight. LinkedIn declined to comment about that earlier account purge, 
saying only that, “We’re constantly working at taking down fake accounts.” 
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A “swarm” of LinkedIn AI-generated bot accounts flagged by a LinkedIn group administrator 
recently. 

It’s unclear whether LinkedIn is responsible for this latest account purge, or if individually 
affected companies are starting to take action on their own. The timing, however, argues for 
the former, as the account purges for Apple and Amazon employees tracked by Pinho appeared 
to happen within the same 24 hour period. 

It’s also unclear who or what is behind the recent proliferation of fake executive profiles on 
LinkedIn. Cybersecurity firm Mandiant (recently acquired by Google) told Bloomberg that 
hackers working for the North Korean government have been copying resumes and profiles 
from leading job listing platforms LinkedIn and Indeed, as part of an elaborate scheme to land 
jobs at cryptocurrency firms. 

On this point, Pinho said he noticed an account purge in early September that targeted fake 
profiles tied to jobs at cryptocurrency exchange Binance. Up until Sept. 3, there were 7,846 
profiles claiming current executive roles at Binance. The next day, that number stood at 6,102, 
a 23 percent drop (by some accounts that 6,102 head count is still wildly inflated). 



 

Security Bulletin, November 2022 52  
PUBLIC 

 

 

Fake profiles also may be tied to so-called “pig butchering” scams, wherein people are lured 
by flirtatious strangers online into investing in cryptocurrency trading platforms that eventually 
seize any funds when victims try to cash out. 

In addition, identity thieves have been known to masquerade on LinkedIn as job recruiters, 
collecting personal and financial information from people who fall for employment scams. 

Nicholas Weaver, a researcher for the International Computer Science Institute at University of 
California, Berkeley, suggested another explanation for the recent glut of phony LinkedIn 
profiles: Someone may be setting up a mass network of accounts in order to more fully scrape 
profile information from the entire platform. 

“Even with just a standard LinkedIn account, there’s a pretty good amount of profile 
information just in the default two-hop networks,” Weaver said. “We don’t know the purpose 
of these bots, but we know creating bots isn’t free and creating hundreds of thousands of bots 
would require a lot of resources.” 

In response to last week’s story about the explosion of phony accounts on LinkedIn, the 
company said it was exploring new ways to protect members, such as expanding email domain 
verification. Under such a scheme, LinkedIn users would be able to publicly attest that their 
profile is accurate by verifying that they can respond to email at the domain associated with 
their current employer. 

LinkedIn claims that its security systems detect and block approximately 96 percent of fake 
accounts. And despite the recent purges, LinkedIn may be telling the truth, Weaver said. 

“There’s no way you can test for that,” he said. “Because technically, it may be that there were 
actually 100 million bots trying to sign up at LinkedIn as employees at Amazon.” 

Weaver said the apparent mass account purge at LinkedIn underscores the size of the bot 
problem, and could present a “real and material change” for LinkedIn. 

“It may mean the statistics they’ve been reporting about usage and active accounts are off by 
quite a bit,” Weaver said. 
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Source: https://krebsonsecurity.com/2022/10/battle-with-bots-prompts-mass-purge-of-
amazon-apple-employee-accounts-on-linkedin/ 

17. Exploited Windows zero-day lets JavaScript files 
bypass security warnings 

An update was added to the end of the article explaining that any Authenticode-signed file, 
including executables, can be modified to bypass warnings. 

A new Windows zero-day allows threat actors to use malicious stand-alone JavaScript files to 
bypass Mark-of-the-Web security warnings. Threat actors are already seen using the zero-day 
bug in ransomware attacks. 

Windows includes a security feature called Mark-of-the-Web (MoTW) that flags a file as having 
been downloaded from the Internet and, therefore, should be treated with caution as it could 
be malicious. 

Hackers selling access to 576 corporate networks for $4 million 

The MoTW flag is added to a downloaded file or email attachment as a special Alternate Data 
Stream called 'Zone.Identifier,' which can be viewed using the 'dir /R' command and opened 
directly in Notepad, as shown below. 

https://krebsonsecurity.com/2022/10/battle-with-bots-prompts-mass-purge-of-amazon-apple-employee-accounts-on-linkedin/
https://krebsonsecurity.com/2022/10/battle-with-bots-prompts-mass-purge-of-amazon-apple-employee-accounts-on-linkedin/
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This 'Zone.Identifier' alternate data stream includes what URL security zone the file is from 
(three equals the Internet), the referrer, and the URL to the file. 

When a user attempts to open a file with the Mark-of-the-Web flag, Windows will display a 
warning that the file should be treated with caution. 

"While files from the Internet can be useful, this file type can potentially harm your computer. 
If you do not trust the source, do not open this software," reads the warning from Windows. 
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Microsoft Office also utilizes the MoTW flag to determine if the file should be opened in 
Protected View, causing macros to be disabled. 

Windows MoTW bypass zero-day flaw 

The HP threat intelligence team recently reported that threat actors are infecting devices with 
Magniber ransomware using JavaScript files. 

To be clear, we are not talking about JavaScript files commonly used on almost all websites, 
but .JS files distributed by threat actors as attachments or downloads that can run outside of a 
web browser. 

The JavaScript files seen distributed by the Magniber threat actors are digitally signed using an 
embedded base64 encoded signature block as described in this Microsoft support article. 
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After being analyzed by Will Dormann, a senior vulnerability analyst at ANALYGENCE, he 
discovered that the attackers signed these files with a malformed key. 

 

When signed in this manner, even though the JS file was downloaded from the Internet and 
received a MoTW flag, Microsoft would not display the security warning, and the script would 
automatically execute to install the Magniber ransomware. 

Dormann further tested the use of this malformed signature in JavaScript files and was able to 
create proof-of-concept JavaScript files that would bypass the MoTW warning. 



 

Security Bulletin, November 2022 57  
PUBLIC 

 

Both of these JavaScript (.JS) files were shared with BleepingComputer, and as you can see 
below, they both received a Mark-of-the-Web, as indicated by the red boxes, when 
downloaded from a website. 

 

The difference between the two files is that one is signed using the same malformed key from 
the Magniber files, and the other contains no signature at all. 
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When the unsigned file is opened in Windows 10, a MoTW security warning is properly 
displayed. 

However, when double-clicking the 'calc-othersig.js,' which is signed with a malformed key, 
Windows does not display a security warning and simply executes the JavaSript code, as 
demonstrated below in the link. 

https://www.bleepstatic.com/images/news/Microsoft/vulnerabilities/j/js-motw/demo.gif 

Demonstration of the Windows zero-day bypassing security warnings 

Using this technique, threat actors can bypass the normal security warnings shown when 
opening downloaded JS files and automatically execute the script. 

BleepingComputer was able to reproduce the bug in Windows 10. However, for Windows 11, 
the bug would only trigger when running the JS file directly from an archive. 

Dormann told BleepingComputer that he believes this bug was first introduced with the release 
of  Windows 10, as a fully patched Windows 8.1 device displays the MoTW security warning as 
expected. 
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According to Dormann, the bug stems from Windows 10's new 'Check apps and files' 
SmartScreen feature under Windows Security > App & Browser Control > Reputation-based 
protection settings. 
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"This issue is in the new-as-of-Win10 SmartScreen feature.  And disabling "Check apps and 
files" reverts Windows to the legacy behavior, where MotW prompts are unrelated to 
Authenticode signatures," Dormann told BleepingComputer. 

"So that whole setting is unfortunately currently a tradeoff.  On one hand, it does scan for 
baddies that are downloaded." 

"On the other, baddies that take advantage of this bug can get a LESS-SECURE behavior from 
Windows compared to when the feature is disabled." 

The zero-day vulnerability is particularly concerning as we know threat actors are actively 
exploiting it in ransomware attacks. 

Dormann shared the proof-of-concept with Microsoft, who said they could not reproduce the 
MoTW security warning bypass. 

However, Microsoft told BleepingComputer that they are aware of the reported issue and are 
investigating it. 

Update 10/22/22 

After the publication of this article, Dormann told BleepingComputer that threat actors could 
modify any Authenticode-signed file, including executables (.EXE), to bypass the MoTW security 
warnings. 

To do this, Dormann says that a signed executable can be modified using a hex editor to change 
some of the bytes in the signature portion of the file and thus corrupt the signature. 
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Once the signature is corrupted, Windows will not check the file using SmartScreen, as if a 
MoTW flag was not present, and allow it to run. 

"Files that have a MotW are treated as if there were no MotW if the signature is corrupt. What 
real-world difference that makes depends on what type of file it is," explained Dormann. 

Source: https://www.bleepingcomputer.com/news/security/exploited-windows-zero-day-lets-
javascript-files-bypass-security-warnings/ 

18. Ransomware Masquerading as Microsoft Update 
Targets Home Computers 

A new ransomware threat is currently sweeping its way across home computers. And what’s 
making it extra tricky is that it’s disguised as an operating system update.  

https://www.bleepingcomputer.com/news/security/exploited-windows-zero-day-lets-javascript-files-bypass-security-warnings/
https://www.bleepingcomputer.com/news/security/exploited-windows-zero-day-lets-javascript-files-bypass-security-warnings/
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Be on the lookout for this new ransomware scheme and protect yourself from ransomware with 
a few of these tips.  

What Is Magniber Ransomware?  

Magniber is a new type of ransomware that is disguised at almost every touchpoint until it 
seemingly pops out of nowhere demanding money. The attack begins when someone visits a 
fake Windows 10 update website owned by the Magniber cybercriminal group. Once someone 
clicks on a malicious link on that site, file-encrypting malware downloads onto the device.  

Another stealth maneuver of Magniber is that the encryption malware downloads as a 
JavaScript file straight to the memory of the device, which can often slide under an antivirus’ 
radar. This malware allows the criminal to view, delete, and encrypt files and gain administrator 
access of the device. Usually, before the person even knows their device is in danger, Magniber 
reveals itself and demands a ransom payment in exchange for releasing the documents and 
giving back control of the computer. If the device owner refuses to pay, the criminal threatens 
to delete the files forever.1  

Personal Ransomware May Be on the Rise  

For the last several years, large companies fell left and right to breaches. Hacker groups 
infiltrated complex cybersecurity defenses, got ahold of sensitive company or customer 
information, and threatened to release their findings on the dark web if not paid a hefty ransom. 
The reasons cybercriminals targeted corporate databases versus personal devices wasn’t just 
because they could demand multiple millions, but because companies were better equipped 
to make ransom transactions anonymously. Often, cryptocurrency transactions are untraceable, 
which allows criminals to remain at large.  

Now that more everyday people are proficient in cryptocurrency, ransomware may shift to 
targeting personal devices. Though the ransom payments won’t be as lucrative, there also won’t 
be corporate cybersecurity experts hot on the cybercriminal’s tail.  

How to Keep Your Device Safe  

To avoid ransomware schemes similar to Magniber, adopt these three habits to better protect 
your device and digital privacy:  

• Turn on automatic updates. It’s best practice to accept all new software and device updates, 
which makes Magniber an especially difficult threat to detect. Consider configuring your 
device to auto-update. If you enable automatic updates, you can then treat any other 
popups or update websites with skepticism. To validate if an update prompt is genuine, go 
to your operating system or device’s corporate page and search for any announcements 
about new updates.   

• Regularly back up your important files. If you store sensitive documents (like your tax 
returns) or sentimental files (like your wedding photos) on your computer, consider also 
backing them up on an external hard drive. Not only will that free up memory on your 
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device, but it’ll also protect them in case a cybercriminal takes control of your computer. 
When your device is scrubbed of these important files in the first place, you can factory 
reset your device without losing anything. That way, the cybercriminal gets nothing: neither 
your personal information nor your money.  

• Avoid risky sites. Magniber downloaded onto devices after a person visited a site controlled 
by the cybercriminal. If you’re ever suspicious about any site, it’s best to leave and not click 
on any links while you’re there. Even sites that attempt to mimic legitimate ones leave a 
few clues that they’re fake. Check for typos, blurry logos, incorrect grammar, and hyperlinks 
that direct to long, unfamiliar URLs.  

Ransomware Protection  

If a cybercriminal gets in touch with you and demands a ransom, immediately contact your 
local FBI field office and file a report with the FBI’s Internet Criminal Complaint Center. From 
there, the authorities will advise you on how to proceed.   

Something you can start with now to defend against ransomware is to invest in McAfee+ 
Ultimate. It provides the most thorough device, privacy, and identity protection, including 
$25,000 in ransomware coverage.  

1ZDNET, “This unusual ransomware attack targets home PCs, so beware” 

Source: https://www.mcafee.com/blogs/internet-security/ransomware-masquerading-as-
microsoft-update-targets-home-computers/ 

19. Cisco warns admins to patch AnyConnect flaws 
exploited in attacks 

Cisco warned customers today that two security vulnerabilities in the Cisco AnyConnect Secure 
Mobility Client for Windows are being exploited in the wild. 

The AnyConnect Secure Mobility Client simplifies secure enterprise endpoint access and 
enables employees to work from anywhere while connected to a secure Virtual Private Network 
(VPN) through Secure Sockets Layer (SSL) and IPsec IKEv2. 

The two security flaws (tracked as CVE-2020-3433 and CVE-2020-3153) enable local attackers 
to perform DLL hijacking attacks and copy files to system directories with system-level 
privileges.  

Mozilla Firefox fixes freezes caused by new Windows 11 feature 

Following successful exploitation, the attackers could execute arbitrary code on the targeted 
Windows devices with SYSTEM privileges. 

Luckily, both vulnerabilities require authentication, with the attackers being required to have 
valid credentials on the system. However, they could be chained with Windows privilege 

https://www.mcafee.com/blogs/internet-security/ransomware-masquerading-as-microsoft-update-targets-home-computers/
https://www.mcafee.com/blogs/internet-security/ransomware-masquerading-as-microsoft-update-targets-home-computers/
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escalation flaws, especially since proof-of-concept exploits are already available online for both 
CVEs [1, 2]. 

Today, two years after patching them in 2020, Cisco updated the security advisories to ask 
admins to update the vulnerable software and block ongoing attacks. 

"In October 2022, the Cisco PSIRT became aware of additional attempted exploitation of this 
vulnerability in the wild," the company warned. 

"Cisco continues to strongly recommend that customers upgrade to a fixed software release 
to remediate this vulnerability." 

Added to CISA's list of bugs exploited in attacks 

This warning confirms an announcement from Cybersecurity and Infrastructure Security Agency 
(CISA) on Monday that both security flaws have been added to its Known Exploited 
Vulnerabilities catalog. 

Once added to CISA's list of bugs exploited in attacks, all Federal Civilian Executive Branch 
Agencies (FCEB) agencies are required by a binding operational directive (BOD 22-01) from 
November 2021 to apply patches or mitigation measures. 

The federal agencies were given three weeks, until November 11th, to ensure that any ongoing 
exploitation attempts would be blocked. 

As CISA added yesterday, "these types of vulnerabilities are a frequent attack vector for 
malicious cyber actors and pose significant risk to the federal enterprise." 

The U.S. cybersecurity agency also strongly urged all organizations worldwide to prioritize 
patching these security bugs, even though BOD 22-01 only applies to U.S. FCEB agencies. 

Source: https://www.bleepingcomputer.com/news/security/cisco-warns-admins-to-patch-
anyconnect-flaw-exploited-in-attacks/ 

20. Vulnerability Spotlight: Data deserialization in 
VMware vCenter could lead to remote code 
execution 

Marcin “Icewall” Noga of Cisco Talos discovered this vulnerability. 

Cisco Talos recently discovered an exploitable data deserialization vulnerability in the VMware 
vCenter server platform. 

VMware is one of the most popular virtual machine solutions currently available, and its vCenter 
software allows users to manage an entire environment of VMs. The vulnerability Talos 
discovered is a post-authentication Java deserialization issue that could corrupt the software 
in a way that could allow an attacker to exploit arbitrary code on the target machine. 
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TALOS-2022-1587 (CVE-2022-31680) is triggered if an adversary sends a specially crafted HTTP 
request to a targeted machine. The attacker would first have to log in with legitimate 
credentials to vCenter to be successful. 

Cisco Talos worked with VMware to ensure that this issue is resolved and an update is available 
for affected customers, all in adherence to Cisco’s vulnerability disclosure policy. 

Users are encouraged to update these affected products as soon as possible: VMware vCenter 
Server, version 6.5, update 3t. Talos tested and confirmed this version of vCenter could be 
exploited by this vulnerability. 

The following Snort rules will detect exploitation attempts against this vulnerability: 60433. 
Additional rules may be released in the future and current rules are subject to change, pending 
additional vulnerability information. For the most current rule information, please refer to your 
Firepower Management Center or Snort.org. 

Source: https://blog.talosintelligence.com/vulnerability-spotlight-data-deserialization-in-
vmware-vcenter-could-lead-to-remote-code-execution/ 

21. Hackers use Microsoft IIS web server logs to 
control malware 

The Cranefly hacking group, aka UNC3524, uses a previously unseen technique of controlling 
malware on infected devices via Microsoft Internet Information Services (IIS) web server logs. 

Microsoft Internet Information Services (IIS) is a web server that allows hosting websites and 
web applications. It’s also used by other software such as Outlook on the Web (OWA) for 
Microsoft Exchange to host management apps and web interfaces. 

Like any web server, when a remote user accesses a webpage, IIS will log the request to log 
files that contain the timestamp, source IP addresses, the requested URL, HTTP status codes, 
and more. 

Mozilla Firefox fixes freezes caused by new Windows 11 feature 

These logs are typically used for troubleshooting and analytics, but a new report by Symantec 
shows that a hacking group is utilizing the novel technique of using IIS logs to send commands 
to backdoor malware installed on the device. 

Malware commonly receives commands through network connections to command and 
control servers. However, many organizations monitor network traffic to find malicious 
communication. 

On the other hand, web server logs are used to store requests from any visitor worldwide and 
are rarely monitored by security software, making them an interesting location to store 
malicious commands while reducing the chances of being detected. 



 

Security Bulletin, November 2022 66  
PUBLIC 

 

This is somewhat similar to the technique of hiding malware in Windows Event Logs, seen in 
May 2022, used by threat actors to evade detection. 

Researchers at Symantec who discovered this new tactic say it’s the first time they observed it 
in the wild. 

For a group of skillful cyberspies like Cranefly, previously spotted by Mandiant spending 18 
months in compromised networks, evading detection is a crucial factor in their malicious 
campaigns. 

New trojan for new tricks 

Symantec discovered a new dropper used by Cranefly, named "Trojan.Geppei," which installs 
"Trojan.Danfuan," a previously unknown malware. 

Geppei reads commands directly from the IIS logs, looking for specific strings (Wrde, Exco, Cllo) 
that are then parsed to extract commands and payloads. 

"The strings Wrde, Exco, and Cllo don't normally appear in IIS log files," explains the report by 
Symantec. 

"These appear to be used for malicious HTTP request parsing by Geppei; the presence of these 
strings prompts the dropper to carry out activity on a machine." 
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Depending on the string found in the IIS log, the malware will install additional malware ('Wrde' 
string), execute a command ('Exco' string), or drop a tool that disables IIS logging ('Cllo' string). 

For example, if the HTTP request contains the "Wrde" string, Geppei drops a ReGeorg webshell 
or a previously undocumented Danfuan tool in a specified folder. 

ReGeorg is a documented malware that Cranefly uses for reverse proxying, while Danfuan is a 
newly discovered malware that can receive C# code and compile it dynamically on the host's 
memory. 

If the request contains the "Exco" string, the backdoor decrypts and launches an OS command 
on the server. 

Finally, the "Cllo" string calls the clear() function that drops a hacking tool named "sckspy.exe," 
which disables event log logging on the Service Control Manager. 

 

Cranefly uses this stealthy technique to maintain a foothold on compromised servers and 
silently gather intelligence. 

This tactic also helps evade tracking by law enforcement and researchers, as the attackers can 
deliver commands through various means like proxy servers, VPNs, Tor, or online programming 
IDEs. 

It is unknown how long the threat actors might have been abusing this method in their attacks 
or how many servers have been compromised.  

While many defenders are likely already monitoring IIS logs for signs of web shells, those 
routines may need to be tweaked to also search for the command strings used in this campaign. 

Source: https://www.bleepingcomputer.com/news/security/hackers-use-microsoft-iis-web-
server-logs-to-control-malware/  

https://www.bleepingcomputer.com/news/security/hackers-use-microsoft-iis-web-server-logs-to-control-malware/
https://www.bleepingcomputer.com/news/security/hackers-use-microsoft-iis-web-server-logs-to-control-malware/
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If you want to learn more about ASOC and how we can improve your security posture, 
contact us at tbs.sales@tbs.tech. 

   
   
   
   

  This Bulletin contains information, articles, news, reports or other materials from external 
sources (links to website sources stated herein above). All information and materials are 
provided “as is” and TELELINK BUSINESS SERVICES makes no warranty or representations, 
expressed or implied, for their accuracy, completeness, fitness for particular use, reliability, 
legality or non-infringement of copyrights. 

  The content in this Bulletin is provided for informational purposes only do not constitute or 
represent TELELINK BUSINESS SERVICES’s expressed or implied endorsement, 
recommendation, advertisement, merchandising or solicitation to purchase any of the 
products or services, described therein, or making any other investment decisions.  

  TELELINK BUSINESS SERVICES is not responsible for the contents of any linked site or any 
link contained in a linked site. The hypertext links provided herein are meant only as a 
convenience and the inclusion of any link does not imply endorsement of or by the 
referenced site. 
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