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The modern cybersecurity tha¢ landscape is constantly evolving. New

vulnerabilities and zerday attacks are discovered every day. The old Why Advanced Security Operations
vulnerabilities still exist. The tools to exploit these vulnerabilities are Center (ASOC) by TelelirBusiness
applying more complex techniques. But are getting easier to use. Service8

Mitigating modern cyber threats require solutions for continuous A Delivered as a service, which
monitoring, correlation, and behavior analysis that are expensive and guarantees fast implementation,
require significant amount of time to be implementeMoreover, many clear responsibility in the
organizations struggle to hire and retain the expgasecurity experts Supplier and ability to cancel the
needed to operate those solutions and provide value by defending the contract on a monthly basis.
organizations. A Built utilizing state of the art

|l eading vendor &

Can be sized to fit small,

medium and lage business

needs.

A No investment in infrastructure,
team, trainings or required
technology.

A Flexible packages and addns
that allow pay what you need
approach.

A Provided at a fraction of the cost
of operating your own SOC.

The ASOC by TeleliBlisiness Servicaedlows organizations get visibility, A
control, and recommendations on improving their security posture for a
fixed and predictablenonthly fee.

[LEDL Y t wh C9{ {tLEhlby! | 5+1 b/ 95
A Gain visibility on the security A Gain visibility on your A Gain cOE D, aeep
posture of all your companyds secl analysis, r.ecommendatlons,
companyés | & and recommendations on a”fj §ecurlty awareness
A Analysis of up to 2 GB/day how to deal with security tralnlngs for your employees
log data threats, risks, and actors A Analysis of up to 10 GB/day
A Optiona| emergency A Analysis of upto5 GB/day |Og data and 200 GB/day
response team (ERT) and log data and 100 GB/day network data ,
user and endpoint behavior network data A Included ERT and optional
analytics (UEBA) A Optional ERT and UEBA UEBA
Get visibility on the cyber threats Start to mitigate cyber threats and Complete visibility, deep analysis and
targeting your company! B minimize the risk! " cyber threat mitigation!
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Log Analysis and
Correlation

Health Monitoring

Asset Identification
and Prioritization

Infrastructure
Security Assessment

Infrastructure
Security Audit

Automatic Asset
Discovery and
Service Mapping

Network Devices
Configurations
Backup

Monthly External
Vulnerability Scan
and Reports

External
Vulnerability
Analysis

Monthly Internal
Vulnerability Scan
and Reports

Internal Vulnerability
Analysis

Advanced
Vulnerability
Analysis

Recommendations
for Security Patch
Management

Automatic Attack
and Breach Detection

Human Triage

Threat Hunting

Recommendations
and Workarounds

Recommendations
for Future Mitigation

Attack Vector
Identification

Reports

SecuritySurface
Exposure

Likelihood Analysis

Impact Analysis

Network Forensics

Server Forensics

Endpoint Forensics

Tailored Bulletin for

Security Awareness

Monthly Security Emerging Threats ! [
Bulletin Bulletins [ dzad2YSNRa Training

Assets

Professional Plan
(incl. all fram Lite)

Advanced Plan (incl.

Lite Plan .
all from Professional)

What is inside;:

A Infrastructure Security Monitoring the essential minimum to cybersecurity and to detect anomalies is to
monitor your infrastructure 24x7x365

VulnerabilityManagement; get visibility on the risks new or old vulnerabilities are posing to your IT
infrastructure and get recommendations on how to reduce or mitigate those risks

Attack Detectiorg get data from stateof-the-art cybersecurity tools, detect attacksid breaches, and
involve our ASOC Analytics Team to perform human triage and threat hunting to precisely define the ric
the attack

Reports and Recommendatiogget detailed tailored reports with structured recommendations on how to
prevent maliciousctivities (attacks) and take preventive measures

Advanced Attack Analysigyet information on the attack vector, the attack surface, potential threat actors
and their objectives and motives for the attack

Forensic Analysisin case of severe cybercrigm the ASOC team can perform forensic analysis and/or sug
the authorities

Bulletins, Training and Awarenesbe timely informed on critical vulnerabilities with tailored and emergin¢
threats bulletins and security awareness trainings to stop peopilegate weakest link
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1. Ransomware Volumes Hit Record Highs as 2021
Wears On

The second quarter of the year saw the highest volumes of ransomware attacks ever, with
Ryuk leading the way.

Ransomware has seen a significant uptick so far in 2021, with global attackvolume
increasing by 151 percent for the first six months of the year as compared with the year-
ago half. Meanwhile, the FBI has warned that there are now 100 different strains circulating
around the world.

From a hard-number perspective, the ransomware sourge hit a staggering 304.7 million
attempted attacks within SonicWal.l Capture La
the firm logged 304.6 million ransomware attempts for the entirety of 2020.

The top three ransomware strains seen in the wild by the firm are Ryuk, Cerber and
SamSam, according to a recent midyear report from SonicWall.

Top Ransomware Variants

In terms of the three most common types of ransomware, SonicWall researchers recorded
93.9 million instances of Ryuk in the first half, cataputing it to the No. 1 position o a
number thatods triple the number of Ryuk att emg

Meanwhile, researchers also saw Cerber used in 52.5 million recorded hits in the first half
of 2021. Researchers said that Cerber is dfinitely on the rise; the number of attacks nearly
quadrupled in April, and by May it had risen to nearly five times the levels seen in January.

And finally, there were 49.7 million recorded
for the first half i more than double the volume seen during the entire year of 2020. June

alone saw 15.7 million hits, researchers said, which is more than twethirds of the 23.5

million SamSam hits seen for all of last year.

Record -Setting Cyberattack Volumes

The level of attacks appears to be increasing, according to SonicWall. Ransomware volume
jumped from 115.8 million attacks in Q1 to 188.9 million attacks in Q2.

OEven if we dondt record a single ransomware ;

irrationally optimistic), 2021 will already go down as the worst year for ransomware

Soni cWal | has ever recorded, 6 according to the
Security Bulletin, September 2021 4
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RANSOMWARE GROWTH BY QUARTER

200M

Q12020 Q2 2020 Q3 2020 Q4 2020 Q12021 Q2 2021

® 2020 @ 2021

Source: SonicWall.

To boot, every month during the second quarter also set a new record.

OAfter rising to a neravrosk aggihin May, therpsaw &npther an s o my
increase in June, 6 researchers said. oDuring
ransomware attempts i more than the entire second quarter of 2020, and nearly half the

total number of attacks for theyearin201 9 . 6

Ransomware: A Global Problem

The report found that r dnistodmswaa ewoirslnddwi deu sptr ogbr

Europe felt the brunt of the spikes in volume, with a 234 percent spike in ransomware
attacks in the first half, according to SonicWall. North  Amer i ca wasndt too f a
ransomware volume jumping 180 percent in the region.

The news is better for Asia, where ransomware hits were up just 59 percent yeaito-date.
However, after hitting a high point in March, attack volume began dropping, researchers
said. By June, there were only about a fifth as many attacks as there had been three
months prior.

While Europe as a region saw the most pain, the U.S. recorded far and away the most
ransomware attacks, the analysis found, with attack volume inthe U.S. rising 185 percent
from the first half last year.

oln fact, of the top 10 countries for ransomy
ransomware as the other nine put together éti me

Ransomware volume in the secondranking country, the U.K., rose 144 percent.

Security Bulletin, September 2021 5
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Government Most  -Targeted Sector

By an overwhelming margin, the most commonly targeted industry in 2021 has been
government. By June, government customers were seeing about 10 times more
ransomware attempts than the average, according to researchers. However, the devil is in
the details when it comes to interpreting this stat.

0Government customer s -thanevemdeinunmber of eaasormwgre a hi gh
attempts, but in three out of six months during the firs t half of 2021, education customers
saw even more, 6 noted the report.

Source:https://threatpost.com/ransomware-volumes-record-highs-2021/168327/

2. New Cobalt Strike bugs allow takedown of
TUUT[fArsK s”~ry”rs

Security researchers have discovered Cobalt Strike denial of service (DoS) vulnerabilities
that allow blocking beacon command -and-control (C2) communication channels and new
deployments.

Cobalt Strike is a legitimate penetration testing tool designed to be used as an attack
framework by red teams (groups of security professionals who act as attackers on their
own organization's infrastructure to discover security gaps and vulnerabilities.)

However, Cobalt Strike is alsoused by threat actors (commonly seen used during
ransomware attacks) for post-exploitation tasks after deploying so-called beacons, which
provide them with persistent remote access to compromised devices.

Using these beacons, the attackers can later accesghe breached servers to harvest data
or deploy second-stage malware payloads.

Targets on attackers' infrastructure

SentinelLabs (the threat research team at SentinelOne) found the DoS vulnerabilities
collectively tracked as CVE2021-36798 (and dubbed Hotcobalt) in the latest versions of
Cobalt Strike's server.

As they discovered, one can register fake beacons with the server of a particular Cobalt
Strike installation. By sending fake tasks (or abnormally large screenshots) to the server,
one can crash theserver by exhausting available memory.

The crash can render already installed beacons unable to communicate with the C2 server,
block new beacons from being installed on infiltrated systems, and interfere with ongoing
red team (or malicious) operations that used the deployed beacons.

Security Bulletin, September 2021 6
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"This lets a malicious actor cause memory exhaustion on the machine the Cobalt's server
(the 'Teamserver') runs on, which makes the server unresponsive until it's restarted,"
SentinelLabs said.

"This means that live beacons camot communicate to their C2 until the operators restart
the server. Restarting, however, won't be enough to defend against this vulnerability as it
is possible to repeatedly target the server until it is patched or the beacon's configuration
is changed."

Since Cobalt Strike is also heavily used by threat actors for various nefarious purposes,
law enforcement and security researchers can also employ the Hotcobalt vulnerabilities
to take down malicious infrastructure.

On April 20, SentinelLabs has disclosed e vulnerabilities to CobaltStrike's parent
company HelpSystems, who addressed them in Cobalt Strike 4.4, released earlier today.

HelpSystems also advises those who cannot immediately update to the last Cobalt Strike
version to harden their C2 infrastructure by:

9 Disabling staging on versions of Cobalt Strike prior to 4.4

9 Limiting access to their teamserver infrastructure to only trusted sources

Disclosure Timeline:

04/20/2021 - Initial contact with HelpSystems for issue disclosure.

04/22/2021 - Issue details disclosed to HelpSystems.

04,/23/2021 - HelpSystems confirmed the issue and asked for an extension until August 3rd.
04,/28/2021 - SentinelOne accepted the extension.

07/18/2021 - Submitted CVE request to MITRE.

07/19/2021 - CVE-2021-36798 was assigned and reserved for the specified issue.

08/02/2021 - SentinelOne shared the publication date and post for review.

08/02/2021 - HelpSystems reviewed and confirmed the post for publication.

08/04/2021 - HelpSystems released Cobalt Strike 4.4, which contains a fix for CVE-2021-36798.

RCE and source code leak

This is not the first vulnerability to affect CobaltStrike, with HelpSystems having patched
a directory traversal attack vulnerability in the team server in 2016, leading to remote code
execution attacks.

In November 2020, BleepingComputer also reported that the source code for the Cobalt
Strike post-exploitation toolkit had allegedly been leaked in a GitHub repository.

As Advanced Intel's Vitali Kremez told BleepingComputer at the time, the leak was most
likely the re-compiled source code of the 2019 Cobalt Strike 4.0 version.
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Kremez also said that the possible leak of Cobalt Strike source code "has significant
consequences for all defenders as it removes barriers of entry to obtaining the tool and
essentially makes its easy for the crime groups to procureand modify code as needed on
the fly."

While BleepingComputer contacted Cobalt Strike and their parent company Help Systems
to confirm the source code's authenticity when the leak was discovered, we haven't heard
back.

Source:https://www.bleepingcomputer.com/news/security/new cobalt-strike-bugs-allow-
takedown-of-attackers-servers/

3. Zoom Lied about End  -to -End E ncryption

The facts arend6t news f tdthetclasg&actomattarmeys) andptay $85 M
users i for lying to users about end-to-end encryption, and for giving user data to
Facebook and Google without consent.

The proposed settlement would generally give Zoom users $15 or $25 each and was filed
Saturday at US District Court for the Northern District of California. It came nine months

after Zoom agreed to security improvements an
mi srepresent at i antnwgthd thei Federal Trade Cdmimission, but the FTC
settl ement didndét include compensation for wuse

Source:https://www.schneier.com/blog/archives/2021/08/zoom -lied-about-end-to-end-
encryption.html

4. CISA teams up with Microsoft, Google, Amazon to
fight ransomware

CISA has announced the launch of Joint Cyber Defense Collaborative (JCDC), a partnership
across public and private sectors focused on defending US critical infrastructure from
ransomware and other cyber threats.

The new initiative's goal is to allow CISA to develop cyber defense plans in collaboration
with federal agencies, SLTT (state, local, tribal and territorial) partners, and private sector
orgs for national resilience against malicious cyber activity targeting critical infrastructure.

"The industry partners that have agreed to work side-by-side with CISA and our

i nteragency teammates share the same ommmit mer
critical functions from cyber intrusions, and the imagination to spark new solutions," CISA

Director Jen Easterly said.
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"With these extraordinarily capable partners, our initial focus will be on efforts to combat
ransomware and developing a planning framework to coordinate incidents affecting
cloud service providers."

The first industry partners to joint the JCDC include Microsoft, Google Cloud, Amazon
Web Services, AT&T, Crowdstrike, FireEye Mandiant, Lumen, Palo Alto Networks, and
Verizon, with plans to expand with more private sector and SLTT partners from across
sectors.

Government partners already participating include the Department of Defense, the
National Security Agency, the Department of Justice, the Federal Bureau of Investigation,
the U.S. @ber Command, and the Office of the Director of National Intelligence, with
additional Sector Risk Management Agencies (SRMAS) to join the effort at a later time.

Replying to @CISAlen

Through the JCDC, we will coordinate cyber defense planning and
operations by partnering with our interagency; state, local, tribal, and
terntorial governments; and private sector stakeholders to improve
cyber defense operations and prevent and reduce impacts of cyber-
attacks.

Jen Easterly &
@CISAlen

We will:
[3share insight to shape our understanding of cyber
defense challenges and opportunities;
[@Design whole-of-nation cyber defense plans to address
risks;
support joint exercises to improve cyber defense
operations;

Implement coordinated defensive cyber operations.

7:48 PM - Aug 5, 2021 (O]

. Jen Easterly @ @CISAlen - Aug 5, 2021 L 4

O 57 © 1 1, Share this Tweet

| Tweet your reply )

The launch of this parnership between the US public and private sector platform comes
after an almost continuous barrage of cyberattacks targeting US government agencies
and critical infrastructure, starting with the December 2020 SolarWinds supply-chain
attack.

Since the start of 2021, both state-sponsored and financially motivated hacking grou ps
have coordinated widespread attacks on Microsoft Exchange servers worldwide and hit
the networks of Colonial Pipeline, JBS Foods, and Kaseya customers in ransomware
incidents.

President Joe Biden issued a national security memorandum during late July inresponse
to this stream of attacks, a memorandum designed to help bolster the security of US
critical infrastructure by setting baseline performance goals for infrastructure owners and
operators.
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The US President also warned lasat month that severe secuty breaches could potentially
escalate to a "real shooting war" with another major world power.

"In recent months, various major cyber incidents have had an impact on our critical
infrastructure community and caused downstream consequences to Americans tha rely
on it for everyday functions," CISA said today, after announcing JCDC's formation.

"As a community, the JCDC will deploy innovation, collaboration, and imagination to
protect American businesses, government agencies, and our people against cyber
intrusions."

Source:https://www.bleepingcomputer.com/news/security/cisateams- up-with - microsoft-
google-amazon-to-fight-ransomware/

5. Malware campaign uses clever '‘captcha’ to bypass
browser warning

A malware campaign uses a clever captcha prompt to trick users into bypassing browsers
warnings to download the Gozi (aka Ursnif) banking trojan.

Yesterday, security researcher MalwareHunteréam shared a suspicious URL with
BleepingComputer that downloads a file when attempting to watch an embedded
YouTube video about a New Jersey women's prison.

@ Kistine Misane - noziedzniecel X 4 o

€ C @ ntv-play.com/video/04169823 % @ i

54 Broken bones, bloodied prlsoners New VIdO shmwght of violence in N.J.'s

‘V

Watch on (8 Youlube

Embedded YouTube video on malicious site
Source: BleepingComputer

When you click on the play button, the browser will download a file named console-
play.exe [VirusTotal], and the site will display a fake reCaptcha image on the screen.
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As this file is an executable, Google Chrome automatically warns that the file may be
malicious and prompts whether you wish to 'Keep' or 'Discard' the file.

To bypass this warning, the threat actors are displaying a fake reCaptcha image that

prompts the user to press the B, S, Tab, A, F, and the Enter buttons on their keyboard, as
shown below.

Captcha - prove you're not a robot

Fake reCaptcha bypasses browser warnings
Source: BleepingComputer

While pressing the B, S, A, and F keys do not do anything, pressinghe Tab key will make
the 'Keep' button become focused, and then pressing the 'Enter' key will act as a click on
the button, causing the browser to download and save the file to the computer.

As you can see, this fake captcha prompt is a clever way to trik a user into downloading
a malicious file that the browser is warning could be malicious.

After a certain amount of time, the video will automatically play, potentially making users
think the successful '‘captcha’ allowed it.

Site distributes Ursnif inform ation -stealing trojan

If a user runs the executable, it will create a folder under %AppData%Bouncy for .NET
Helper and install numerous files. All of these files are a decoy, other than the
BouncyDotNet.exe executable, which is launched.
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Extracted Bouncfor .NET Helper folder
Source: BleepingComputer

While running, BouncyDotNet.exe will read various strings from the Windows Registry
used to launch PowerShell commands.

Caption
Source: BleepingComputer
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