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This security bulletin is powered by 

Telelink Business Services’ 

Advanced Security Operations Center 

Why Advanced Security Operations 

Center (ASOC) by Telelink? 

• Delivered as a service, which 

guarantees fast implementation, 

clear responsibility in the 

Supplier and ability to cancel the 

contract on a monthly basis. 

• Built utilizing state of the art 

leading vendor’s solutions. 

• Can be sized to fit small, 

medium, and large business 

needs.  

• No investment in infrastructure, 

team, trainings or required 

technology. 

• Flexible packages and add-ons 

that allow pay what you need 

approach. 

• Provided at a fraction of the cost 

of operating your own SOC. 

PROFESSIONAL Plan 

1225 EUR/mo 

LITE Plan 

425 EUR/mo 

Service Plan 

ADVANCED Plan 

2 575 EUR/mo 

 

Service Plan 

• Gain complete visibility, deep 

analysis, recommendations, 

and security awareness 

trainings for your employees 

• Analysis of up to 10 GB/day 

log data and 200 GB/day 

network data 

• Included ERT and optional 

UEBA 

• Gain visibility on your 

company’s security posture 

and recommendations on 

how to deal with security 

threats, risks, and actors  

• Analysis of up to 5 GB/day 

log data and 100 GB/day 

network data 

• Optional ERT and UEBA 

• Gain visibility on the security 

posture of all your 

company’s IT infrastructure 

• Analysis of up to 2 GB/day 

log data 

• Optional emergency 

response team (ERT) and 

user and endpoint behavior 

analytics (UEBA)  

Start to mitigate cyber threats 

and minimize the risk! 

Get visibility on the cyber 

threats targeting your 

company! 

Complete visibility, deep 

analysis, and cyber threat 

mitigation! 

The modern cybersecurity threat landscape is constantly evolving. 

New vulnerabilities and zero-day attacks are discovered every day. The 

old vulnerabilities still exist. The tools to exploit these vulnerabilities 

are applying more complex techniques. But are getting easier to use.  

Mitigating modern cyber threats require solutions for continuous 

monitoring, correlation, and behavior analysis that are expensive and 

require significant amount of time to be implemented.  Moreover, 

many organizations struggle to hire and retain the expensive security 

experts needed to operate those solutions and provide value by 

defending the organizations. 

The ASOC by Telelink allows organizations get visibility, control, and 

recommendations on improving their security posture for a fixed and 

predictable monthly fee. 
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What is inside: 

• Infrastructure Security Monitoring – the essential minimum to cybersecurity and to detect anomalies 
is to monitor your infrastructure 24x7x365 

• Vulnerability Management – get visibility on the risks new or old vulnerabilities are posing to your IT 
infrastructure and get recommendations on how to reduce or mitigate those risks 

• Attack Detection – get data from state-of-the-art cybersecurity tools, detect attacks and breaches, 
and involve our ASOC Analytics Team to perform human triage and threat hunting to precisely define 
the risks of the attack 

• Reports and Recommendations – get detailed tailored reports with structured recommendations on 
how to prevent malicious activities (attacks) and take preventive measures 

• Advanced Attack Analysis – get information on the attack vector, the attack surface, potential threat 
actors, and their objectives and motives for the attack 

• Forensic Analysis – in case of severe cybercrimes the ASOC team can perform forensic analysis 
and/or support the authorities 

• Bulletins, Training and Awareness – be timely informed on critical vulnerabilities with tailored and 
emerging threats bulletins and security awareness trainings to stop people being the weakest link 

Bulletins, 

Training and 

Awareness 

Infrastructure 

Security 

Monitoring 

Vulnerability 

Management 

Attack 

Detection 

Reports and 

Recommendations 

Advanced 

Attack Analysis 

Forensic 

Analysis 

Log Analysis and 

Correlation Health Monitoring Automatic Asset 

Discovery and 

Service Mapping 

Monthly External 

Vulnerability Scan 

and Reports 

Automatic Attack 

and Breach 

Detection 

Recommendations 

and Workarounds 

Attack Vector 

Identification 
Security Surface 

Exposure 

Monthly Security 

Bulletin 
Emerging Threats 

Bulletins 

Infrastructure 

Security Audit 

Advanced 

Vulnerability 

Analysis 

Recommendations 

for Future 

Mitigation 

Likelihood 

Analysis 

Tailored Bulletin 

for Customer’s 

Critical Assets 

Recommendations 

for Security Patch 

Management 

Threat Hunting 

Reports 

Network Forensics Server Forensics Endpoint Forensics 

Security 

Awareness 

Training 

Human Triage 

Impact Analysis 

Asset 

Identification and 

Prioritization 

External 

Vulnerability 

Analysis 

Network Devices 

Configurations 

Backup 

Infrastructure 

Security 

Assessment 

Monthly Internal 

Vulnerability Scan 

and Reports 

Internal 

Vulnerability 
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Lite Plan Professional Plan 

(incl. all from Lite) 
Advanced Plan 

(incl. all from 

Professional) 
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1. TBS and DYNAMO project: Facing the challenges of 
cyber threats 

We are very trilled to announce that TBS is taking part in cyber defense project DYNAMO 

financed by the Horizon Europe initiative. The project has already been active for 6 months 

and will have the duration of 36 months total. The consortium consists of 6 industrial 

partners -TBS, RHEA, KPMG FA, NG, ENGIE-LBE, FPG, 4 SMEs -TEC, VST, IRTSX, FS, 3 research 

organizations -Fraunhofer, KEMEA, CERTH and 2 universities -UCC, LAU, from a total of 10 EU 

countries and a budget of 5 million euros.  

 

DYNAMO in detail 

The digitization and ever evolving cyber threats require the existence of adaptive and 

developed beyond the state-of-the-art cybersecurity tools as an important pillar to ensure 

continuity of businesses. The scope of the project is to combine two main aspects that 

contribute to the resilience of a critical sector: cyber threat intelligence (CTI) and business 

continuity management (BCM) and generate a situational picture for decision support.  

Certain cybersecurity and BCM tools will be developed or refined and integrated into a single 

platform, which will be able to collect organization’s skills data, elaborate and create custom 

tailored organizational training to improve organizational resilience. This will support 

different stakeholders of critical sectors, help to increase their situational awareness, and 

ensure critical risk assessment. DYNAMO is applicable also in the business practices of SMEs 

lacking the knowledge and resources for affording of CISOs or several cybersecurity 

practitioners combining this role with competences comprehensive enough to assist the daily 

tasks and react to potential cyber threats.  

In critical sectors, the rate of cyber-attacks is very high and one of the objectives of the 

DYNAMO solution is to build resilience against attacks and reduce expected impacts. Three 

uses cases have been defined with scenarios involving cyber-attacks resulting in loss of 

systems and disruption to services (for example: energy production impacting supply chains, 

loss of access to patient information and loss of maritime navigation systems). TBS will lead 

activities for the platform’s verification and integration testing and will also be involved with 

its development, implementation, and integration.   

 

Keep up to date with DYNAMO: 

www.horizon-dynamo.eu  

http://www.horizon-dynamo.eu/
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2. BlackLotus bootkit bypasses UEFI Secure Boot on 
patched Windows 11 

The developers of the BlackLotus UEFI bootkit have improved the malware with Secure Boot 

bypass capabilities that allow it to infected even fully patched Windows 11 systems. 

BlackLotus is the first public example of UEFI malware that can avoid the Secure Boot 

mechanism, thus being able to disable security protections that come with the operating 

system. 

The malware could be used to impair the BitLocker data protection feature, the Microsoft 

Defender Antivirus, and the Hypervisor-protected Code Integrity (HVCI) - also known as the 

Memory Integrity feature that protects against attempts to exploit the Windows Kernel. 

The Unified Extensible Firmware Interface (UEFI) is the software that connects the operating 

system with the hardware that runs it. 

It is low-level code that executes when the computer powers up and dictates the booting 

sequence before the operating system starts any of its routines. 

 

BlackLotus commodity bootkit 

The BlackLotus UEFI malware emerged last year promoted on hacking forums with a feature 

set that makes it virtually invisible to antivirus agents installed on the compromised host. 

 

BlakLotus bootkit promoted on a hacker forum 

source: KELA 

The advertiser said that the malware takes only 80kb after installation and the cost of a 

license was $5,000, although rebuilds were available for just $200. 
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In a report this week, security researchers at ESET confirmed that the malware functions 

exactly as advertised and it can bypass the Secure Boot mechanism by leveraging a 

vulnerability from last year tracked as CVE-2022-21894. 

More information about why the security updates for CVE-2022-21894 don't block this 

malware is available below. 

Their investigation started from an HTTP downloader that turned out to be the BlackLotus 

UEFI bootkit user-mode component, which communicates with the command and control 

(C2) server and can load other payloads (user/kernel-mode). 

 

BlackLotus infection chain 

ESET malware researcher Martin Smolár notes that the attack starts with executing an installer 

that deploys the bootkit’s files to the EFI system partition, disables the HVCI and BitLocker 

protections, and reboots the host. 

The attacker relies on legitimate binaries vulnerable to CVE-2022-21894 (Windows Hypervisor 

Loader, Windows Boot Manager, PE binaries) and their custom Boot Configuration Data 

(BCD). 

Persistence on machines with UEFI Secure Boot enabled is achieved after the initial reboot by 

exploiting CVE-2022-21894 and enrolling the attacker’s Machine Owner Key (MOK). 

The self-signed UEFI bootkit is launched after another reboot and the malicious kernel driver 

and the HTTP downloader are deployed to complete the malware installation. 
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BlackLotus execution flow 

source: ESET 

Among the artifacts discovered in the BlackLotus code there are references to the Higurashi 

When They Cry anime series, including the names of two components and the issuer of the 

self-signed certificate for the bootkit binary. 

Another reference the author of BlackLotus left in the malware code is in unused strings that 

decrypt into messages to Polish malware analyst Aleksandra Doniec. 
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References in BlackLotus bootkit code 

source: ESET 

Bug patched, security risk persists 

ESET says that the BlackLotus installer can be either online or offline, the difference between 

them is that the offline variants carry the vulnerable Windows binaries. 

The online version of the installer downloads the Windows binaries “directly from the 

Microsoft symbol store.” 

The researchers saw the three files below being abused by the bootkit: 

• https://msdl.microsoft.com/download/symbols/bootmgfw.efi/7144BCD31C0000/boot

mgfw.efi 

• https://msdl.microsoft.com/download/symbols/bootmgr.efi/98B063A61BC000/bootm

gr.efi 

• https://msdl.microsoft.com/download/symbols/hvloader.efi/559F396411D000/hvload

er.Efi 

Smolár explains that exploiting CVE-2022-21894 is what enables BlackLotus to bypass Secure 

Boot and establish persistence after disabling HVCI (to load unsigned kernel code) 

and BitLocker (to allow modifying the boot chain without triggering the recovery procedure 

on systems with the Trusted Platform Module (TPM) hardware component): 

1. Exploiting CVE-2022-21894 to allow bypassing Secure Boot and installing the bootkit. 

Arbitrary code can then be executed in early boot phases, where the platform is still 

owned by firmware and UEFI Boot Services functions are still available. This allows 

attackers to do many things that they should not be able to do on a machine with UEFI 

Secure Boot enabled without having physical access to it, such as modifying Boot-
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services-only NVRAM variables. And this is what attackers take advantage of to set up 

persistence for the bootkit in the next step. 

2. Setting persistence by writing its own MOK to the MokList, Boot-services-only NVRAM 

variable. By doing this, it can use a legitimate Microsoft-signed shim for loading its self-

signed (signed by the private key belonging to the key written to MokList) UEFI bootkit 

instead of exploiting the vulnerability on every boot. 

To note, proof of concept (PoC) exploit code for CVE-2022-21894 has been publicly available 

for more than half a year, since August 2022. However, the security issue has been largely 

ignored. 

Microsoft addressing the vulnerability in June 2022 was not enough to close the security gap 

because the UEFI DBX (UEFI revocation list) has yet to be updated with the untrusted keys 

and binary hashes used in booting systems that have Secure Boot enabled. 

“As a result, attackers can bring their own copies of vulnerable binaries to 

their victims’ machines to exploit this vulnerability and bypass Secure Boot on 

up-to-date UEFI systems” - ESET 

Last year, researchers disclosed multiple UEFI vulnerabilities [1, 2] that could also be 

leveraged to disable Secure Boot. However, some of them can still be exploited due to 

vendors no longer supporting affected devices, incorrect patching, or not patching at all. 

Smolár says that these failures were bound to attract the attention of a threat actor and lead 

to the creation of a highly-capable UEFI bootkit. 

UEFI malware 

UEFI bootkits are at the opposite end of run-of-the-mill malware. They are rare findings seen 

in attacks attributed to advanced threat actors working on behalf of a nation-state. 

Although proof-of-concept bootkits have existed since 2013 (e.g. DreamBoot) and malicious 

EFI bootloaders that prevented the machine from booting were found in 2020, the list of full-

blown bootkits used in real-world attacks is incredibly short: 

• FinSpy - part of the homonymous surveillance toolset (a.k.a. FinFisher, WingBird) 

• ESPecter - a patched Windows Boot Manager on the EFI (Extensible Firmware Interface) 

system partition 

• CosmicStrand/Spy Shadow Trojan - a UEFI threat that hid in the firmware images of 

ASUS and Gigabyte motherboards to deploy a kernel-level implant every time the 

compromised Windows machine booted 

The records for the larger category of UEFI malware, which also includes rootkits or firmware 

implants, is not much larger. 

In 2018 ESET exposed the LoJax UEFI rootkit used by the Russian hackers in the APT28 group 

(Sednit/Fancy Bear/Sofacy). 
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Two years later, Kaskpersky published a report about the MosaicRegressor rootkit that served 

Chinese-speaking hackers in data theft and espionage operations in 2019. 

In early 2022, another UEFI firmware implant was disclosed. MoonBounce was attributed to 

the Chinese-speaking group APT41/Winnti. 

However, BlackLotus is the first ever publicly disclosed UEFI bootkit that bypasses Secure 

Boot and is associated with the cybercriminal world. 

Source: https://www.bleepingcomputer.com/news/security/blacklotus-bootkit-bypasses-uefi-

secure-boot-on-patched-windows-11/ 

3. Bing Chat has a secret ‘Celebrity’ mode to 
impersonate celebrities 

A secret Bing Chat ‘Celebrity’ mode allows users to instruct the AI to impersonate celebrities, 

answering questions and talking like the person it imitates. 

Microsoft is constantly testing new, hidden features in Bing Chat that allow you to turn it into 

different chat modes, such as gaming, personal assistant, or a friend who can help you with 

your problems. 

This week, a reader told BleepingComputer about another hidden chat mode called Celebrity 

mode. 

While this mode is not enabled by default, if you ask Bing Chat about it, the AI will enable the 

mode for you while briefly describing how it works. 

"Bing chat celebrity mode is a feature that allows you to chat with a virtual version of a 

famous person, such as an actor, singer, or athlete," Bing Chat told BleepingComputer. 

"You can ask them questions about their life, caree, hobbies, opinions, etc. and they will 

respond in a way that matches their personality and style." 

 

Bing Chat describing Celebrity Mode 

Source: BleepingComputer 

Once enabled, you can type #celebrity [celebrity name] or just #[celebrity name] to cause 

Bing Chat to impersonate the person. So, for example, you can have the chatbot mimic Tom 

Cruise with the commands #celebrity tom cruise or #tom cruise. 

https://www.bleepingcomputer.com/news/security/blacklotus-bootkit-bypasses-uefi-secure-boot-on-patched-windows-11/
https://www.bleepingcomputer.com/news/security/blacklotus-bootkit-bypasses-uefi-secure-boot-on-patched-windows-11/
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However, this mode has been built with some safety guards that attempt only to let you 

impersonate certain celebrities, such as Elon Musk, Tom Cruise, Taylor Swift, Kevin Hart, 

Dwayne Johnson, Beyoncé, Oprah Winfrey, Tom Hanks, Diddy, Barack Obama, Lebron James, 

and more. 

For the most part, the chatbot does a really good job impersonating the person, illustrating 

how they usually talk and even knowing their catchphrases, as shown in an impersonation of 

Dwayne Johnson, aka The Rock. 

 

Bing Chat can also impersonate fictional characters, such as Harry Potter, Batman, Elsa, Yoda, 

Gandalf, Darth Vader, Katniss Everdeen, Sherlock Holmes, and Gollum. 

The fictional characters are fun, with the chatbot really getting into the role and, in some 

cases, making some pretty outrageous statements, as shown in the impersonation of The 

Lord of the Ring's Gollum. 
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Tricking Bing Chat into impersonating politicians 

When asking Bing Chat to imitate politicians or controversial figures, Bing Chat will 

not normally allow you to mimic them, stating "I'm sorry but I cannot impersonate 

influential politicians, activists or state heads. It is against my rules and it could be harmful or 

offensive to some people. Please choose another celebrity or fictional character to chat with." 

However, depending on how you request information about the celebrity mode, Bing Chat 

will allow you to bypass this restriction and imitate controversial figures, including Donald 

Trump and Joe Biden. 

Bing Chat does not hold back when impersonating these political rivals, doing a pretty good 

job mimicking them. 
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Not to be outdone, Bing Chat's impersonation of Joe Biden also doesn't have nice things to 

say about Trump. 

 

Overall, the Bing Chat Celebrity mode is quite impressive, imitating the way of speaking and 

responses you would expect from celebrities and politicians. 

However, after these comments from the impersonated politicians, it's clear why Microsoft is 

trying to restrict the AI from imitating those who could be considered controversial. 

BleepingComputer asked Microsoft questions about this secret mode, but a reply was not 

immediately available. 

 

Source: https://www.bleepingcomputer.com/news/microsoft/bing-chat-has-a-secret-celebrity-

mode-to-impersonate-celebrities/ 

4. FTC to ban BetterHelp from sharing mental health 
data with advertisers 

The Federal Trade Commission (FTC) has proposed to ban the online counseling service 

BetterHelp from sharing its customers’ sensitive mental health data with advertising networks 

and marketers. 

A settlement between the FTC and BetterHelp also requires the company to pay $7.8 million 

as restitution to its users whose sensitive data has been shared with third parties such as 

Facebook and Snapchat. 

BetterHelp is a popular online counseling service providing therapy services to individuals 

needing support, like people who suffer from depression, anxiety disorders, post-traumatic 

stress, substance abuse, addiction, etc. 

https://www.bleepingcomputer.com/news/microsoft/bing-chat-has-a-secret-celebrity-mode-to-impersonate-celebrities/
https://www.bleepingcomputer.com/news/microsoft/bing-chat-has-a-secret-celebrity-mode-to-impersonate-celebrities/
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FTC alleges that BetterHelp followed bad practices in handling the data of people who visited 

its website or used its apps, including those who have not signed up for its counseling 

services. 

The FTC says these practices, which the government agency characterizes as “illegal,” can 

introduce grave risks to the well-being of vulnerable people in unstable states, threatening to 

aggravate their condition. 

“When a person struggling with mental health issues reaches out for help, they do so in a 

moment of vulnerability and with an expectation that professional counseling services will 

protect their privacy,” commented S. Levine, FTC’s Bureau of Consumer Protection Director. 

“Instead, BetterHelp betrayed consumers’ most personal health information for profit.” 

In an official complaint submitted by the FTC, the consumer protection organization says that 

BetterHelp has, despite its promises to the contrary, shared email addresses, IP addresses, 

and information users filled in a preliminary health questionnaire during signup, 

with Facebook, Snapchat, Criteo, and Pinterest. 

The FTC claims that third parties used this information for advertising purposes and, more 

specifically, to identify consumers with similar profiles and promote BetterHelp’s counseling 

services. 

FTC further explains that the way the prompts to enter sensitive information were presented 

to users left them no choice but to disclose that data to sign up for counseling services. 

They further alleged that BetterHelp did not secure consent from the subjects to use their 

data for advertising. Moreover, it did not take any precautions to limit how the receiving third 

parties can use the shared health information or with what other entities they’re allowed to 

share it. 

“The $7.8 million that BetterHelp must pay under the proposed order will be 

used to provide partial refunds to consumers who signed up for and paid for 

BetterHelp’s services between August 1, 2017, and December 31, 2020.” - FTC 

In addition to that, if the order is approved, BetterHelp will also be obliged to: 

• Obtain the user’s consent before sharing their data with third parties for any purpose. 

• Introduce strong safeguards to protect consumer health data. 

• Demand and ensure that third parties who received BetterHelp user data in the past 

have now deleted it. 

• Limit the duration of time the service can retain sensitive health information. 

BetterHelp responded to FTC’s proposal and allegations with an official statement on its site, 

claiming that the advertising strategy it followed between 2017 and 2022 didn’t deviate from 

industry-standard practices used by all major health providers and healthcare systems in the 

country. 
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“We do not share and have never shared with advertisers, publishers, social media platforms, 

or any other similar third parties, private information such as members' names or clinical data 

from therapy sessions,” states BetterHelp. 

“In addition, we do not receive and have never received any payment from any third party for 

any kind of information about any of our members.” 

The counseling service provider says it has reached a settlement with the FTC to pay $7.8 

million, but did not admit any wrongdoing. 

 

Source: https://www.bleepingcomputer.com/news/security/ftc-to-ban-betterhelp-from-sharing-

mental-health-data-with-advertisers/  

5. Twitter outage blocks users from logging in and 
sharing tweets 

Twitter users are experiencing issues worldwide when trying to log in or log out and when 

attempting to share their tweets, click links, embed tweets, and see images. 

Thousands of Twitter users have already reported having issues with the Twitter website, the 

app, and when trying to connect to Twitter servers, according to DownDetector. 

When trying to click on a link, users see "Your current API plan does not include access to this 

endpoint" errors and are told to "see https://developer.twitter.com/en/docs/twitter-api for 

more information." 

Ironically, trying to open the Twitter API page on Twitter's developer support website will 

show the exact same error again. 

Minutes into the outage, images also started no longer loading and some users also began 

reporting that the entire Twitter web platform was no longer accessible. 

 

Twitter API outage (BleepingComputer) 

"Some parts of Twitter may not be working as expected right now," the 

company tweeted earlier today via its Twitter Support account. 

"We made an internal change that had some unintended consequences. We're working on 

this now and will share an update when it's fixed." 

https://www.bleepingcomputer.com/news/security/ftc-to-ban-betterhelp-from-sharing-mental-health-data-with-advertisers/
https://www.bleepingcomputer.com/news/security/ftc-to-ban-betterhelp-from-sharing-mental-health-data-with-advertisers/
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Despite this, the social network's API status page says that all systems are operational with no 

recent outage or maintenance incident listed. 

Twitter was hit by another massive outage last Wednesday when users worldwide reported 

having issues using the website and mobile apps, and having issues loading their timelines 

and browsing tweets. 

Instead of seeing their timelines, they were seeing "Welcome to Twitter! Twitter is the best 

place to see what’s happening in your world" messages. 

 

Update March 06, 12:15 EST: Almost one hour later, Twitter says that the services affected 

by today's outage are now back online. 

 

Update March 06, 13:27 EST: Twitter CEO Elon Musk confirmed the issue was caused by 

an API change from earlier today. 

 

Today's outage comes after Twitter announced that it would shut down free access to the 

Twitter API starting February 9th and would switch to a paid basic tier. 

https://twitter.com/TwitterSupport/status/1632804617359589384
https://twitter.com/elonmusk/status/1632810081497513993
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The change mentioned by Musk in his tweet today was part of the company's move to block 

free access to the Twitter API, as Platformer first reported. 

 

Source: https://www.bleepingcomputer.com/news/technology/twitter-outage-blocks-users-

from-logging-in-and-sharing-tweets/ 

6. Acer confirms breach after 160GB of data for sale 
on hacking forum 

Taiwanese computer giant Acer confirmed that it suffered a data breach after threat actors 

hacked a server hosting private documents used by repair technicians. 

However, the company says the results of its investigation so far do not indicate that this 

security incident has impacted customer data. 

The confirmation of a data breach comes after a threat actor began selling on a popular 

hacking forum what they claim is 160GB of data stolen from Acer in mid-February 2023. 

 

Acer data put up for sale on hacker forums (BleepingComputer) 

The threat actor claims the stolen data contains technical manuals, software tools, backend 

infrastructure details, product model documentation for phones, tablets, and laptops, BIOS 

images, ROM files, ISO files, and replacement digital product keys (RDPK). 

As proof that they stole data, the threat actor shared screenshots of technical schematics for 

the Acer V206HQL display, documents, BIOS definitions, and confidential documents. 

https://www.bleepingcomputer.com/news/technology/twitter-outage-blocks-users-from-logging-in-and-sharing-tweets/
https://www.bleepingcomputer.com/news/technology/twitter-outage-blocks-users-from-logging-in-and-sharing-tweets/
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The poster of the data said they were selling the entire dataset to the highest bidder, 

clarifying that they would only accept the hard-to-trace cryptocurrency Monero (XMR) as a 

form of payment. 

After contacting Acer about the data breach, a company spokesperson confirmed to 

BleepingComputer that it suffered a breach on one of its document servers. 

"We have recently detected an incident of unauthorized access to one of our document servers 

for repair technicians. 

While our investigation is ongoing, there is currently no indication that any consumer data was 

stored on that server." - Acer. 

This breach comes after Acer suffered other security incidents in the past few years. 

In March 2021, the computer maker was hit by the REvil ransomware gang, demanding a 

record-breaking ransom payment of $50,000,000 in exchange for a decryptor while 

threatening to leak confidential financial documents. 

In October 2021, Acer confirmed that its after-sales systems in India had been breached by a 

hacking group known as Desorden. Over 60GB of data was stolen from its servers, including 

records of tens of thousands of customers, distributors, and retailers. 

Desorden also breached Acer Taiwan's servers the same week, stealing employee 

information, including their login credentials. 

 

Source: https://www.bleepingcomputer.com/news/security/acer-confirms-breach-after-160gb-

of-data-for-sale-on-hacking-forum/ 

7. Bitwarden flaw can let hackers steal passwords 
using iframes 

Bitwarden's credentials autofill feature contains a risky behavior that could allow malicious 

iframes embedded in trusted websites to steal people's credentials and send them to an 

attacker. 

The issue was reported by analysts at Flashpoint, who said Bitwarden first learned of the 

problem in 2018 but chose to allow it to accommodate legitimate sites that use iframes. 

Although the auto-fill feature is disabled on Bitwarden by default, and the conditions to 

exploit it aren't abundant, Flashpoint says there are still websites that meet the requirements 

where motivated threat actors can attempt to exploit these flaws. 

https://www.bleepingcomputer.com/news/security/acer-confirms-breach-after-160gb-of-data-for-sale-on-hacking-forum/
https://www.bleepingcomputer.com/news/security/acer-confirms-breach-after-160gb-of-data-for-sale-on-hacking-forum/
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(Un)conditional auto-fill 

Bitwarden is a popular open-source password management service with a web browser 

extension that stores secrets like account usernames and passwords in an encrypted vault. 

When its users visit a website, the extension detects if there's a stored login for that domain 

and offers to fill in the credentials. If the auto-fill option is enabled, it fills them automatically 

upon the page load without the user having to do anything. 

While analyzing Bitwarden, Flashpoint's researchers discovered that the extension also auto-

fills forms defined in embedded iframes, even those from external domains. 

 

Filling both the legitimate website's login form and the external iframe (Flashpoint) 

"While the embedded iframe does not have access to any content in the parent page, it can 

wait for input to the login form and forward the entered credentials to a remote server 

without further user interaction," explains Flashpoint. 

Flashpoint investigated how often iframes are embedded on login pages of high-traffic 

websites and reported that the number of risky cases was very low, significantly decreasing 

the risk. 

However, a second issue discovered by Flashpoint while investigating the iframes problem is 

that Bitwarden will also auto-fill credentials on subdomains of the base domain matching a 

login. 

This means an attacker hosting a phishing page under a subdomain that matches a stored 

login for a given base domain will capture the credentials upon the victim visiting the page if 

autofill is enabled. 

"Some content hosting providers allow hosting arbitrary content under a subdomain of their 

official domain, which also serves their login page," explains Flashpoint in the report. 
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"As an example, should a company have a login page at https://logins.company.tld and allow 

users to serve content under https://<clientname>.company.tld, these users are able to steal 

credentials from the Bitwarden extensions." 

Registering a subdomain that matches the base domain of a legitimate website is not always 

possible, so the severity of the problem is reduced. 

However, some services allow users to create subdomains to host content, such as free 

hosting services, and the attack is still possible through subdomain hijacking. 

Bitwarden's response 

Bitwarden highlights that the autofill feature is a potential risk and even includes a prominent 

warning in its documentation, specifically mentioning the likelihood of compromised sites 

abusing the autofill feature to steal credentials. 

 

Warning about auto-fill dangers in Bitwarden documentation (BleepingComputer) 

This risk was first brought to light in a security assessment dated November 2018, so 

Bitwarden has been aware of the security problem for some time now. 

However, since users need to log in to services using embedded iframes from external 

domains, Bitwarden's engineers decided to keep the behavior unchanged and add a warning 

on the software's documentation and the extension's relevant settings menu. 

 

Warning on the extension's auto-fill setting 

(BleepingComputer) 

Responding to Flashpoint's second report about the URI handling and how auto-fill treats 

subdomains, Bitwarden promised to block autofill on the reported hosting environment in a 

future update but do not plan on changing the iframe functionality. 
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When BleepingComputer contacted Bitwarden about the security risk, they confirmed that 

they have known about this issue since 2018 but have not changed the functionality as login 

forms on legitimate sites use iframes. 

"Bitwarden accepts iframe auto filling because many popular websites use this model, for 

example icloud.com uses an iframe from apple.com," Bitwarden told BleepingComputer in a 

statement. 

"So there are perfectly valid use cases where login forms are in an iframe under a different 

domain." 

"The feature described for autofill in the blog post is NOT enabled by default in Bitwarden 

and there is a warning message on that feature for exactly this reason within the product, and 

within the help documentation. https://bitwarden.com/help/auto-fill-browser/#on-page-

load." 

 

Update 3/17/23 - Bitwarden has informed BleepingComputer that after careful consideration 

of the way the password-autofill feature works, they have decided to address user concerns 

by eliminating the iframe attack vector while keeping the autofill functionality intact. 

Specifically: 

• Autofill on page load remains off by default. 

• If a user enables autofill on page load, Bitwarden will only fill in iframes from trusted 

domains such as the same domain as the website, or a specific URL that the user has 

added proactively added to their item. 

• For manual autofill, if the user tries to fill in an untrusted iframe, Bitwarden displays an 

alert to the URI/URL they are trying to autofill, and allows them to cancel or proceed. 

This has already been merged on GitHub, and it will begin rolling out to user clients by next 

week. 

 

Source: https://www.bleepingcomputer.com/news/security/bitwarden-flaw-can-let-hackers-

steal-passwords-using-iframes/ 

8. IceFire ransomware now encrypts both Linux and 
Windows systems 

Threat actors linked to the IceFire ransomware operation now actively target Linux systems 

worldwide with a new dedicated encryptor. 

SentinelLabs security researchers found that the gang has breached the networks of several 

media and entertainment organizations around the world in recent weeks, starting mid-

February, according to a report shared in advance with BleepingComputer. 

https://www.bleepingcomputer.com/news/security/bitwarden-flaw-can-let-hackers-steal-passwords-using-iframes/
https://www.bleepingcomputer.com/news/security/bitwarden-flaw-can-let-hackers-steal-passwords-using-iframes/
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Once inside their networks, the attackers deploy their new malware variant to encrypt the 

victims' Linux systems. 

When executed, IceFire ransomware encrypts files, appends the '.ifire' extension to the 

filename, and then covers its tracks by deleting itself and removing the binary. 

It's also important to note that IceFire doesn't encrypt all files on Linux. The ransomware 

strategically avoids encrypting specific paths, allowing critical system parts to remain 

operational. 

This calculated approach is intended to prevent a complete system shutdown, which could 

cause irreparable damage and even more significant disruption. 

While active since at least March 2022 and mostly inactive since the end of November, IceFire 

ransomware returned in early January in new attacks, as shown by submissions on the ID-

Ransomware platform. 

 

IBM Aspera Faspex targeting 

IceFire operators exploit a deserialization vulnerability in the IBM Aspera Faspex file-sharing 

software (tracked as CVE-2022-47986) to hack into targets' vulnerable systems and deploy 

their ransomware payloads. 

This high-severity pre-auth RCE vulnerability was patched by IBM in January and has been 

exploited in attacks since early February [1, 2] after attack surface management firm 

Assetnote published a technical report containing exploit code. 

CISA also added the security flaw to its catalog of vulnerabilities exploited in the wild on 

February 2021, ordering federal agencies to patch their systems until March 14. 

"In comparison to Windows, Linux is more difficult to deploy ransomware against–particularly 

at scale. Many Linux systems are servers: typical infection vectors like phishing or drive-by 

download are less effective," SentinelLabs says. 

"To overcome this, actors turn to exploiting application vulnerabilities, as the IceFire operator 

demonstrated by deploying payloads through an IBM Aspera vulnerability." 
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Shodan shows more than 150 Aspera Faspex servers exposed online, most in the United 

States and China. 

 

Internet-exposed IBM Aspera Faspex servers (Shodan) 

Most ransomware strains encrypt Linux servers 

IceFire ransomware's move to expand Linux targeting after previously focusing on attacking 

only Windows systems is a strategic shift that aligns with other ransomware groups that have 

also started attacking Linux systems in recent years. 

Their move matches a trend where enterprises transitioned to Linux-powered VMware ESXi 

virtual machines, which feature improved device management and a lot more efficient 

resource handling. 

After deploying their malware on ESXi hosts, the ransomware operators can use a single 

command to encrypt the victims' Linux servers en masse. 

While IceFire ransomware doesn't specifically target VMware ESXi VMs, its Linux encryptor is 

just as efficient, as shown by victims' encrypted files submitted to the ID-Ransomware 

platform for analysis. 

"This evolution for IceFire fortifies that ransomware targeting Linux continues to grow in 

popularity through 2023," SentinelLabs says. 

"While the groundwork was laid in 2021, the Linux ransomware trend accelerated in 2022 

when illustrious groups added Linux encryptors to their arsenal." 

Similar encryptors have been released by multiple other ransomware gangs, 

including Conti, LockBit, HelloKitty, BlackMatter, REvil, AvosLocker, RansomEXX, and Hive. 

Emsisoft CTO Fabian Wosar previously told BleepingComputer that other ransomware gangs 

(besides the ones we have already reported on), including Babuk, GoGoogle, Snatch, 
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PureLocker, Mespinoza, RansomExx/Defray, and DarkSide, have developed and deployed 

their own Linux encryptors in attacks. 

 
Source: https://www.bleepingcomputer.com/news/security/icefire-ransomware-now-encrypts-

both-linux-and-windows-systems/ 

9. AT&T alerts 9 million customers of data breach 
after vendor hack 

AT&T is notifying roughly 9 million customers that some of their information was exposed 

after a marketing vendor was hacked in January. 

"Customer Proprietary Network Information from some wireless accounts was exposed, such 

as the number of lines on an account or wireless rate plan," AT&T told BleepingComputer. 

"The information did not contain credit card information, Social Security Number, account 

passwords or other sensitive personal information. We are notifying affected customers." 

While the data breach notification does not share the number of impacted customers, AT&T 

told BleepingComputer that "approximately 9 million wireless accounts had their Customer 

Proprietary Network Information accessed." 

Exposed CPNI data includes customer first names, wireless account numbers, wireless phone 

numbers, and email addresses. 

"A small percentage of impacted customers also had exposure of rate plan name, past due 

amount, monthly payment amount, various monthly charges and/or minutes used. The 

information was several years old," AT&T said. 

The company added that its systems were not compromised in the vendor security incident 

and that the exposed data is mostly associated with device upgrade eligibility. 

Law enforcement alerted of the breach 

"We have notified federal law enforcement about the unauthorized access of your CPNI as 

required by the Federal Communications Commission," AT&T says in the CPNI breach 

notification letters, first spotted by DataBreaches.net and sent from att@message.att-

mail.com. 

"Our report to law enforcement does not contain specific information about your account, 

only that the unauthorized access occurred." 

Customers are advised to toggle off CPNI data sharing on their accounts by making a CPNI 

Restriction Request to reduce exposure risks in the future if AT&T uses it for third-party 

vendor marketing purposes. 

https://www.bleepingcomputer.com/news/security/icefire-ransomware-now-encrypts-both-linux-and-windows-systems/
https://www.bleepingcomputer.com/news/security/icefire-ransomware-now-encrypts-both-linux-and-windows-systems/
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An AT&T spokesperson is yet to reply to an email asking for more info on what specific 

information was exposed in the incident and what vendor was breached for this data to be 

exposed. 

In August 2021, AT&T denied a data breach after a notorious threat actor put up for sale a 

database containing what he claimed to be the personal information of 70 million AT&T 

customers. 

Update March 09, 14:59 EST: Added more details on exposed customer information. 

 

Source: https://www.bleepingcomputer.com/news/security/atandt-alerts-9-million-customers-

of-data-breach-after-vendor-hack/ 

10. Mental health provider Cerebral alerts 3.1M people 
of data breach 

Healthcare platform Cerebral is sending data breach notices to 3.18 million people who have 

interacted with its websites, applications, and telehealth services. 

Cerebral is a remote telehealth company that provides online therapy and medication 

management for various mental health conditions, including anxiety, depression, ADHD, 

Bipolar Disorder, and substance abuse. 

In a 'Notice of HIPAA Privacy Breach' published on Cerebral's site this week, the company 

disclosed that they had been using invisible pixel trackers from Google, Meta (Facebook), 

TikTok, and other third parties on its online services since October 12, 2019. 

Due to a tracking pixel's data logging features, Cerebral said the sensitive medical 

information of people who used the provider's platform was exposed to third parties without 

the patient's permission. 

"Cerebral recently initiated a review of its use of Tracking Technologies and data sharing 

practices involving Subcontractors," warned Cerebral's privacy breach notice. 

"On January 3, 2023, Cerebral determined that it had disclosed certain information that may 

be regulated as protected health information ("PHI") under HIPAA to certain Third-Party 

Platforms and some Subcontractors without having obtained HIPAA-required assurances." 

Cerebral reported on the U.S. Department of Health and Human Services breach portal that 

3,179,835 people had their information exposed as part of this breach. 

The information disclosed to the tech giants and subtractors varies for each individual, 

depending on what was entered on the Cerebral platform. 

For example, some users only created an account on Cerebral, others completed the online 

mental self-assessment, and a portion bought a subscription plan. 

https://www.bleepingcomputer.com/news/security/atandt-alerts-9-million-customers-of-data-breach-after-vendor-hack/
https://www.bleepingcomputer.com/news/security/atandt-alerts-9-million-customers-of-data-breach-after-vendor-hack/
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In general, the company lists the following information as potentially exposed: 

• Full name 

• Phone number 

• Email address 

• Date of birth 

• IP address 

• Cerebral client ID number 

• Demographic information 

• Self-assessment responses and associated health information 

• Subscription plan type 

• Appointment dates 

• Treatment details and other clinical information 

• Health insurance/ pharmacy benefit information 

This information may have been leaked to third parties from October 12, 2019, through 

January 3, 2023, when the company realized that data was being exposed via tracking pixels. 

Cerebral clarifies that no matter the level of user interaction with its platforms, their Social 

Security number, credit card information, and bank account information have not been 

impacted. 

All trackers active on Cerebral's platform have now been removed or reconfigured to prevent 

the disclosure of sensitive data to third parties not meeting the HIPAA requirements. 

The company says it's unaware of any misuse of the sensitive health information. However, it 

suggests that all impacted people reset their Cerebral user account password out of an 

abundance of caution. 

Moreover, the firm will cover the costs of free credit monitoring for individuals at risk of 

identity theft and fraud. 

This disclosure comes only a few days after the FTC reached a $7.8 million settlement with 

online counseling service BetterHelp for sharing sensitive medical health data with advertisers 

like Facebook, Snapchat, Criteo, and Pinterest. 

Last year, it was revealed that multiple American hospitals were using an online patient 

service portal named 'MyChart,' which hosted the invisible Meta Pixel JavaScript tracker, 

essentially giving advertisers access to the sensitive medical data of millions. 

In July 2022, a class action lawsuit was filed against Meta, the UCSF Medical Center, and the 

Dignity Health Medical Foundation, alleging that the organizations were unlawfully collecting 

sensitive healthcare data about patients for targeted advertising. 

 

Source: https://www.bleepingcomputer.com/news/security/mental-health-provider-cerebral-

alerts-31m-people-of-data-breach/ 

https://www.bleepingcomputer.com/news/security/mental-health-provider-cerebral-alerts-31m-people-of-data-breach/
https://www.bleepingcomputer.com/news/security/mental-health-provider-cerebral-alerts-31m-people-of-data-breach/
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11.  Microsoft OneNote to get enhanced security after 
recent malware abuse 

Microsoft will introduce improved protection against phishing attacks pushing malware via 

malicious Microsoft OneNote files. 

In a new Microsoft 365 roadmap entry published today titled "Microsoft OneNote : improved 

protection against known high risk phishing file types," the company revealed that this 

change would likely reach general availability sometime before the end of April 2023. 

"We add enhanced protection when users open or download an embedded file in OneNote," 

Redmond explained. 

"Users will receive a notification when the files deem dangerous to improve the file 

protection experience in OneNote on Windows." 

This comes after a recent wave of phishing attacks where threat actors used maliciously 

crafted OneNote documents with '.one' file extensions and embedded files hidden behind 

overlays asking the targets to click to view the document. 

Double-clicking launches the embedded file, which might seem innocuous but can have 

severe consequences. 

Sadly, even when receiving security warnings, users often ignore them and allow the file to 

run, potentially putting their entire corporate network at risk. 

 

This is a lesson that everyone should've learned by now from previous phishing attacks that 

took advantage of Microsoft Office macros. 
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Unfortunately, it only takes one user to accidentally run a malicious file to infect themselves 

with information-stealing malware or, even worse, trigger a ransomware attack. 

To thwart phishing attacks using malicious Microsoft OneNote attachments, you can set up 

secure mail gateways or mail servers to automatically block OneNote documents with .one 

extensions. 

Windows admins can also use Microsoft Office group policies to prevent embedded 

OneNote files from launching. 

AD 

To do that, you must install the Microsoft 365/Microsoft Office group policy templates and 

enable the 'Disable embedded files' and 'Embedded Files Blocked Extensions' Microsoft 

OneNote policies. 

Microsoft OneNote group policies (BleepingComputer) 

Threat actors have been using OneNote documents in spear phishing campaigns since mid-

December 2022, as Trustwave also reported earlier this week. 

Attackers have been spotted abusing OneNote files for various malicious purposes, 

including downloading and installing malware payloads like info stealers. 

The switch to OneNote came after Microsoft finally disabled Word and Excel macros by 

default and patched a MoTW bypass zero-day used to deliver malware via ISO and ZIP files. 

 

Source: https://www.bleepingcomputer.com/news/microsoft/microsoft-onenote-to-get-

enhanced-security-after-recent-malware-abuse/ 

https://www.bleepingcomputer.com/news/microsoft/microsoft-onenote-to-get-enhanced-security-after-recent-malware-abuse/
https://www.bleepingcomputer.com/news/microsoft/microsoft-onenote-to-get-enhanced-security-after-recent-malware-abuse/
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12. Fortinet: New FortiOS bug used as zero-day to 
attack govt networks 

Unknown attackers used zero-day exploits to abuse a new FortiOS bug patched this month in 

attacks targeting government and large organizations that have led to OS and file corruption 

and data loss. 

Fortinet released security updates on March 7, 2023, to address this high-severity security 

vulnerability (CVE-2022-41328) that allowed threat actors to execute unauthorized code or 

commands. 

"A improper limitation of a pathname to a restricted directory vulnerability ('path traversal') 

[CWE-22] in FortiOS may allow a privileged attacker to read and write arbitrary files via 

crafted CLI commands," the company says in the advisory. 

The list of affected products includes FortiOS version 6.4.0 through 6.4.11, FortiOS version 

7.0.0 through 7.0.9, FortiOS version 7.2.0 through 7.2.3, and all versions of FortiOS 6.0 and 6.2. 

To patch the security flaw, admins have to upgrade vulnerable products to FortiOS version 

6.4.12 and later, FortiOS version 7.0.10 and later, or FortiOS version 7.2.4 and above. 

While the flaw's advisory didn't mention that the bug was exploited in the wild before 

patches were released, a Fortinet report published last week revealed that CVE-2022-41328 

exploits had been used to hack and take down multiple FortiGate firewall devices belonging 

to one of its customers. 

Data theft malware 

The incident was discovered after compromised Fortigate devices shut down with "System 

enters error-mode due to FIPS error: Firmware Integrity self-test failed" messages and failed 

to boot again. 

Fortinet says this happens because its FIPS-enabled devices verify system components' 

integrity, and they are configured to automatically shut down and stop booting to block a 

network breach if a compromise is detected. 

These Fortigate firewalls were breached via a FortiManager device on the victim's network, 

given that all of them halted simultaneously, were hacked using the same tactics, and the 

FortiGate path traversal exploit was launched at the same time as scripts executed via 

FortiManager. 

The subsequent investigation showed that the attackers modified the device firmware image 

(/sbin/init) to launch a payload (/bin/fgfm) before the boot process began. 

This malware allows for data exfiltration, downloading and writing files, or opening remote 

shells when receiving an ICMP packet containing the ";7(Zu9YTsA7qQ#vm" string. 
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Zero-day used to attack government networks 

Fortinet concluded that the attacks were highly targeted, with some evidence showing the 

threat actors favored government networks. The attackers have also demonstrated "advanced 

capabilities," including reverse-engineering parts of the FortiGate devices' operating system. 

"The attack is highly targeted, with some hints of preferred governmental or government-

related targets," the company said. 

"The exploit requires a deep understanding of FortiOS and the underlying hardware. Custom 

implants show that the actor has advanced capabilities, including reverse-engineering various 

parts of FortiOS." 

Fortinet customers are advised to immediately upgrade to a patched version of FortiOS to 

block potential attack attempts (a list of IOCs is also available here). 

In January, Fortinet disclosed a very similar series of incidents where a FortiOS SSL-VPN 

vulnerability patched in December 2022 and tracked as CVE-2022-42475 was also used as a 

zero-day bug to target government organizations and government-related entities. 

The FortiOS SSL-VPN zero-day attacks share many similarities with a Chinese hacking 

campaign that infected unpatched SonicWall Secure Mobile Access (SMA) 

appliances with cyber-espionage malware that survives firmware upgrades. 

 

Source: https://www.bleepingcomputer.com/news/security/fortinet-new-fortios-bug-used-as-

zero-day-to-attack-govt-networks/ 

13. ChatGPT may be a bigger cybersecurity risk than an 
actual benefit  

ChatGPT made a splash with its user-friendly interface and believable AI-generated 

responses. With a single prompt, ChatGPT provided detailed answers that other AI assistants 

had not achieved. Powered by a massive dataset that ChatGPT had been trained on, the 

breadth and variety of topics it could address quickly amazed the tech industry and the 

public. 

However the technology sophistication raises inevitable question: what are the drawbacks of 

ChatGPT and similar technologies? With capabilities to generate a multitude of realistic 

responses, ChatGPT could be used to create a host of responses capable of tricking an 

unassuming reader into thinking a real human is behind the content. 

Understanding ChatGPT 

When you think of AI assistants, Google and Alexa may come to mind first. You ask a 

question like "What's the weather today?" and get a brief answer. Although some 

https://www.bleepingcomputer.com/news/security/fortinet-new-fortios-bug-used-as-zero-day-to-attack-govt-networks/
https://www.bleepingcomputer.com/news/security/fortinet-new-fortios-bug-used-as-zero-day-to-attack-govt-networks/
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conversational features have been available, most don't produce long-form AI-generated text 

that can be expanded upon through further interaction. 

ChatGPT takes a complex prompt and generates a full response, potentially spanning 

multiple paragraphs. It remembers the prior conversation and builds on it when asked further 

questions, providing more detailed responses. 

An example is shown below: ChatGPT lists instructions to bake a chocolate cake. 

 

ChatGPT providing instructions on baking a cake 

Source: Specops 

This conversation can range from a simple ingredient list to a full-fledged short story. 

However, ChatGPT may not respond to certain topics due to its dataset. 

Additionally, it is important to note that just because a response is generated does not mean 

it is accurate. ChatGPT does not "think" like us; it uses data from the internet to generate a 

response. As a result, incorrect data and associated biases may lead to an unexpected 

answer. 
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The Risks of AI Assistants 

As alluded to above, not all responses are equal. But that is not the only risk. ChatGPT 

responses can be convincing, and thus, the potential to generate content that could deceive 

an individual into believing it was written by a person exists. 

This may lead to the weaponization of such technology in the tech world. 

Many phishing emails are easily recognizable, particularly when written by non-native 

speakers. However, ChatGPT could make the task significantly easier and more convincing as 

noted in this article by CheckPoint. 

The speed of generation and response quality opens the door to much more believable 

phishing emails and even simple exploit code generation. 

Furthermore, since the ChatGPT model is open-source, an enterprising individual could create 

a dataset of existing company-generated emails to create a tool that quickly and easily 

produces phishing emails. 

 

ChatGPT writing a password reset request from Microsoft 

Source: Specops 

https://research.checkpoint.com/2022/opwnai-ai-that-can-save-the-day-or-hack-it-away/
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Phishing emails can provide threat actors with a way to gain access to your system and 

deploy malware or ransomware, potentially causing serious damage. As ChatGPT continues 

to improve, it will become an increasingly powerful tool for malicious actors. 

What about a non-native speaker attempting to convince an employee, through 

conversation, to give up their credentials? 

Though the existing ChatGPT interface has protections against requesting sensitive 

information, you can see how the AI model helps to inform the flow and dialog that a 

Microsoft helpdesk technician may use, lending authenticity to a request. 

 

Impersonating Microsoft Help Desk 

Source: Specops 

Protecting Against ChatGPT Abuse 

Have you received a suspicious email and wondered if it was written entirely or partially by 

ChatGPT? Fortunately, there are tools that can help. These tools work on percentages, so they 

can't provide absolute certainty. However, they can raise reasonable doubt and help you ask 

the right questions to determine if the email is genuine. 

For example, after pasting in the content of the previously created password reset email, the 

tool GPT Zero highlights the sections that may be generated by an AI. This is not a foolproof 

detection, but it may give you pause and question the authenticity of a given piece of 

content. 
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Detecting AI-generated content 

Source: Specops 

You can use this tool to help identify AI generated text: https://gptzero.me/. 

Social Engineering on the rise with ChatGPT 

From fake support requests, to caller ID spoofing, and now even scripting with ChatGTP. The 

internet is full of resources to help promote successful social engineering schemes. Threat 

actors are advancing social engineering attacks by combining multiple attack vectors 

together, using ChatGPT alongside other social engineering methods. 

ChatGPT can help attackers better create a fake identity, making their attacks more likely to 

succeed. 
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Staying Safe with Specops Secure Service Desk 

Specops Secure Service Desk helps prevent cyberattacks on your help desk, including 

ChatGPT-generated social engineering attempts. With Specops Secure Service Desk, you can 

make sure that a user is who they say they with a secure verification approach, that goes 

beyond security questions, which can be easily sourced by cyber criminals in a targeted social 

engineering attack. 

For example, in the event that a user calls the service desk for a password reset, the tool will 

require service desk agents to verify the identity of the user before resetting their password. 

The user can be verified with a one-time code sent to the mobile number associated with 

their Active Directory account, or even with existing authentication services, like Duo Security, 

Okta, PingID, and Symantec VIP. Organizations can also layer these options to enforce MFA 

at the service desk.   

 

Specops Service Desk 

With vishing scams showing no signs of slowing down, and ChatGTP set to evolve with AI 

technology, investing in the Specops Secure Service Desk solution could be a vital step for 

organizations looking to protect themselves. 

The Future of ChatGPT and Securing Your Users 

ChatGPT is a game-changer, providing an easy-to-use and powerful tool for AI-generated 

conversations. While there are numerous potential applications, organizations should be 

aware of how attackers can use this tool to improve their tactics, and the additional risks it 

can pose to their organization. 

Sponsored and written by Specops Software 

 

Source: https://www.bleepingcomputer.com/news/security/chatgpt-may-be-a-bigger-

cybersecurity-risk-than-an-actual-benefit/ 

https://www.bleepingcomputer.com/news/security/chatgpt-may-be-a-bigger-cybersecurity-risk-than-an-actual-benefit/
https://www.bleepingcomputer.com/news/security/chatgpt-may-be-a-bigger-cybersecurity-risk-than-an-actual-benefit/
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14. First-known Dero cryptojacking operation seen 
targeting Kubernetes 

A The first known cryptojacking operation mining the Dero coin has been found targeting 

vulnerable Kubernetes container orchestrator infrastructure with exposed APIs. 

Dero is a privacy coin promoted as an alternative to Monero with even more robust 

anonymity protection. 

Compared to Monero or other cryptocurrencies, Dero promises faster and higher monetary 

mining rewards, which is probably why it has caught the attention of threat actors. 

In a new report by CrowdStrike, researchers explain how the ongoing campaign was 

discovered in February 2023 after finding unusual behavior when monitoring customers' 

Kubernetes clusters. 

Scanning Kubernetes 

The researchers say the attacks start with the threat actors scanning exposed, vulnerable 

Kubernetes clusters with authentication set to --anonymous-auth=true, allowing anyone 

anonymous access to the Kubernetes API. 

After gaining access to the API, the threat actors will deploy a DaemonSet named "proxy-api" 

that allows the attackers to engage the resources of all nodes in the cluster simultaneously 

and mine Dero using the available resources. 

The installed miners will be joined to a Dero mining pool, where everyone contributes 

hashing power and receives shares of any rewards. 

 

Dero miner attack chain (Crowdstrike) 
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Crowdstrike says the Docker image used in the observed Dero cryptojacking campaign was 

hosted on Docker Hub and is a slightly modified CentOS 7 image containing additional files 

named "entrypoint.sh" and "pause." 

 

Files added on the CentOS image (Crowdstrike) 

The first file initializes the Dero miner with a hardcoded wallet address and mining pool, while 

the "pause" binary is the actual coin miner. 

Crowdstrike's analysts have noticed no intention from the threat actors to move laterally, 

disrupt the cluster operation, steal data, or cause further damage, so the campaign appears 

to be 100% financially motivated. 

A turf war 

Shortly after Crowdstrike discovered the Dero campaign, its analysts detected a Monero 

cryptojacking operator attempting to hijack the same resources, eventually kicking out the 

Dero miner. 

 

Deleting the Dero campaign files (Crowdstrike) 

The second threat actor deleted the "proxy-api" DaemonSet used by the Dero campaign and 

then performed a much more aggressive takeover of the cluster, employing a privileged pod 

and mounting a "host" directory, attempting to escape the container. 

Next, the threat actor used a custom XMRig miner downloaded from the attacker's command 

and control server to mine Monero by escalating to the host and installing a custom service. 
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The Monero campaign opted to mine on the host instead of the pods, as Dero did, to access 

more computational resources and make a more significant profit. 

Also, running mining processes on the host makes them harder to detect if properly masked 

as system services. 

Finally, the operator installed a cronjob to trigger the payload, thus ensuring persistence 

between Kubernetes cluster restarts. 

While cryptojacking campaigns are almost a dime-a-dozen, mining Dero over other privacy 

coins, such as Monero, makes this a novel campaign. 

 

Source: https://www.bleepingcomputer.com/news/security/first-known-dero-cryptojacking-

operation-seen-targeting-kubernetes/ 

15. Winter Vivern APT hackers use fake antivirus scans 
to install malware 

An advanced hacking group named 'Winter Vivern' targets European government 

organizations and telecommunication service providers to conduct espionage. 

The group's activities align with the interests of the Russian and Belarusian governments, so it 

is believed that this is a pro-Russian APT (advanced persistent threat) group. 

SentinelLabs reports that the threat group functions on limited resources; however, their 

creativity compensates for these limitations. 

Recent activity 

Winter Vivern was first documented by DomainTools in 2021 when it was seen targeting 

government organizations in Lithuania, Slovakia, the Vatican, and India. 

In more recent campaigns seen by Sentinel Labs, the hackers target individuals working in the 

governments of Poland, Italy, Ukraine, and India. 

In addition to high-profile state targets, the hackers have also targeted telecommunication 

companies, such as those supporting Ukraine since the Russian invasion. 

Starting in early 2023, the hackers created webpages that mimicked those of Poland's Central 

Bureau for Combating Cybercrime, the Ukraine Ministry of Foreign Affairs, and the Security 

Service of Ukraine. 

https://www.bleepingcomputer.com/news/security/first-known-dero-cryptojacking-operation-seen-targeting-kubernetes/
https://www.bleepingcomputer.com/news/security/first-known-dero-cryptojacking-operation-seen-targeting-kubernetes/
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Fake site mimicking a Polish agency (SentinelLabs) 

These sites distribute malicious files to visitors who end up there by clicking on links in 

malicious emails. 

SentinelLabs has previously seen spreadsheet files (XLS) with malicious macros that launch 

PowerShell being dropped on cloned sites used by the APT. 

Deploying fake virus scanners 

One example of Winter Vivern's resourcefulness in the Sentinel Labs report is the use of 

Windows batch files to impersonate antivirus scanners while, in reality, downloading 

malicious payloads. 

As you can see from the batch files below, the malicious files will pretend to perform an 

antivirus scan, showing a running percentage of time left, while quietly downloading a 

malicious payload using PowerShell. 
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Scripts simulating fake VT scans (SentinelLabs) 

The payload delivered through this process is named "Aperetif," which the Ukrainian CERT 

documented in detail in a February 2023 report. 

The malware is hosted on compromised WordPress websites, which are commonly used for 

malware distribution campaigns. 

The Aperetif malware is capable of automatic file scanning and exfiltration, taking 

screenshots and sending all data in a base64-encoded form to a hardcoded command and 

control server URL (marakanas[.]com). 

SentinelLabs has recently spotted a new payload used by Winter Vivern, which appears to be 

similar in functionality to Aperefit, but it features an incomplete design, indicating that it's a 

work in progress. 

In both cases, which overlap in their deployment, the malware beacons connect to the C2 

using PowerShell and wait for instructions or additional payloads. 

In conclusion, Winter Vivern is a group that uses a relatively simplistic yet effective approach 

to lure its targets into downloading malicious files. At the same time, their low profile has 

helped them stay under-reported. 

 

Source: https://www.bleepingcomputer.com/news/security/winter-vivern-apt-hackers-use-fake-

antivirus-scans-to-install-malware/ 

https://www.bleepingcomputer.com/news/security/winter-vivern-apt-hackers-use-fake-antivirus-scans-to-install-malware/
https://www.bleepingcomputer.com/news/security/winter-vivern-apt-hackers-use-fake-antivirus-scans-to-install-malware/
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16. Adobe Acrobat Sign abused to push Redline info-
stealing malware 

Cybercriminals are abusing Adobe Acrobat Sign, an online document signing service, to 

distribute info-stealing malware to unsuspecting users. 

The service is being abused to send malicious emails that originate from the software 

company to bypass security protections and trick recipients into trusting the received email. 

The strategy of abusing legitimate services isn't new. Similar cases seen recently include the 

abuse of PayPal invoices, Google Docs comments, and more. 

This new trend in cybercrime was reported by researchers at Avast, who warn about its 

effectiveness in bypassing security layers and tricking the targets. 

Abusing legitimate services 

Adobe Acrobat Sign is a free-to-try cloud-based e-signature service allowing users to send, 

sign, track, and manage electronic signatures. 

Threat actors register with the service and abuse it to send messages to target email 

addresses, which link to a document (DOC, PDF, or HTML) hosted on Adobe's servers 

("eu1.documents.adobe.com/public/"). 

The documents contain a link to a website that requests visitors to solve a CAPTCHA to add 

legitimacy and then serve them a ZIP archive that includes a copy of the Redline information 

stealer. 

Redline is a dangerous malware capable of stealing account credentials, cryptocurrency 

wallets, credit cards, and other information stored on the breached device. 

Avast has also spotted highly targeted attacks employing this method, like in one case where 

the target owned a popular YouTube channel with many subscribers. 

Clicking on the link of the specifically-crafted message sent via Adobe Acrobat Sign took the 

victim to a document claiming music copyright infringement, a common and believable 

theme for YouTube channel owners. 
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Fake copyright infringement message (Avast) 

 

This time, the document was hosted on dochub.com, a legitimate online document signing 

platform. 
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Document containing the malicious link (Avast) 

The link in the document leads to the same CAPTCHA-protected website that drops a copy of 

Redline. 

In this case, however, the ZIP also contained several non-malicious executables from the GTA 

V game, likely an attempt to trick AV tools by mixing the payload with innocuous files. 

Avast also reports that the Redline payload was artificially inflated to 400MB in both cases, 

which, again, helps protect from anti-virus scans. This same method was used in 

recent Emotet malware phishing campaigns. 

Phishing actors are constantly looking for legitimate services that can be abused to promote 

their malicious emails, as these services help increase their inbox delivery and phishing 

success rates. 
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Avast has shared all details of its findings with Adobe and dochub.com, and hopefully, the 

two services will find a way to stop abuse from malware operators. 

 

Source: https://www.bleepingcomputer.com/news/security/adobe-acrobat-sign-abused-to-

push-redline-info-stealing-malware/  

17. New ‘HinataBot’ botnet could launch massive 3.3 
Tbps DDoS attacks 

A new malware botnet was discovered targeting Realtek SDK, Huawei routers, and Hadoop 

YARN servers to recruit devices into DDoS (distributed denial of service) swarm with the 

potential for massive attacks. 

The new botnet was discovered by researchers at Akamai at the start of the year, who caught 

it on their HTTP and SSH honeypots, seen exploiting old flaws such as CVE-2014-8361 and 

CVE-2017-17215. 

Akamai comments that HinataBot’s operators initially distributed Mirai binaries, while 

HinataBot first appeared in mid-January 2023. It seems to be based on Mirai and is a Go-

based variant of the notorious strain. 

After capturing multiple samples from active campaigns as recently as March 2023, Akamai’s 

researchers deduced that the malware is under active development, featuring functional 

improvements and anti-analysis additions. 

Significant DDoS power 

The malware is distributed by brute-forcing SSH endpoints or using infection scripts and RCE 

payloads for known vulnerabilities. 

After infecting devices, the malware will quietly run, waiting for commands to execute from 

the command and control server. 

Akamai's analysts created a C2 of their own and interacted with simulated infections to stage 

HinataBot for DDoS attacks to observe the malware in action and infer its attack capabilities. 

Older versions of HinataBot supported HTTP, UDP, ICMP, and TCP floods, but the newer 

variants only feature the first two. However, even with only two attack modes, the botnet can 

potentially perform very powerful distributed denial of service attacks. 

https://www.bleepingcomputer.com/news/security/adobe-acrobat-sign-abused-to-push-redline-info-stealing-malware/
https://www.bleepingcomputer.com/news/security/adobe-acrobat-sign-abused-to-push-redline-info-stealing-malware/
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Attack functions (Akamai) 

While the HTTP and UDP attack commands differ, they both create a worker pool of 512 

workers (processes) that send hardcoded data packets to the targets for a defined duration. 

The HTTP packet size ranges between 484 and 589 bytes. The UDP packets generated by 

HinataBot are particularly large (65,549 bytes) and consist of null bytes capable of 

overwhelming the target with a large traffic volume. 

 

UDP flood packet capture (Akamai) 
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HTTP floods generate large volumes of website requests, while UDP flood sends large 

volumes of garbage traffic to the target; hence the two methods attempt to achieve an 

outage using a different approach. 

Akamai benchmarked the botnet in 10-second attacks for both HTTP and UDP, and in the 

HTTP attack, the malware generated 20,430 requests for a total size of 3.4 MB. The UDP flood 

generated 6,733 packages totaling 421 MB of data. 

The researchers estimated that with 1,000 nodes, the UDP flood could generate roughly 336 

Gbps, while at 10,000 nodes, the attack data volume would reach 3.3 Tbps. 

In the case of the HTTP flood, 1,000 ensnared devices would generate 2,000,000 requests per 

second, while 10,000 nodes would take that number of 20,400,000 rps and 27 Gbps. 

HinataBot is still in development and might implement more exploits and widen its targeting 

scope anytime. Furthermore, the fact that its development is so active increases the likelihood 

of seeing more potent versions circulating in the wild soon. 

"These theorized capabilities obviously don't take into account the different kinds of servers 

that would be participating, their respective bandwidth and hardware capabilities, etc., but 

you get the picture," warns Akamai. 

"Let's hope that the HinataBot authors move onto new hobbies before we have to deal with 

their botnet at any real scale." 

 

Source: https://www.bleepingcomputer.com/news/security/new-hinatabot-botnet-could-

launch-massive-33-tbps-ddos-attacks/  

18. Google Pixel flaw allowed recovery of redacted, 
cropped images 

An 'Acropalypse' flaw in Google Pixel's Markup tool made it possible to partially recover 

edited or redacted screenshots and images, including those that have been cropped or had 

their contents masked, for the past five years. 

The Markup tool is a built-in image editor that allows you to redact, crop, and change images 

on an Google Pixel device. 

The vulnerability was discovered by security researchers Simon Aarons and David Buchanan, 

who reported on Twitter that it has been possible to recover sensitive information from 

edited images for the past five years using an attack they have dubbed "Acropalypse." 

Aarons shared an example of how they used the Acropalypse flaw to restore a photo 

uploaded to Discord of a credit card whose number was redacted using the black marker 

feature of the Markup tool.  

https://www.bleepingcomputer.com/news/security/new-hinatabot-botnet-could-launch-massive-33-tbps-ddos-attacks/
https://www.bleepingcomputer.com/news/security/new-hinatabot-botnet-could-launch-massive-33-tbps-ddos-attacks/
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After running the photo through their Acropalypse exploit, they recovered the original image, 

as shown below. 

 

Acropalypse example (@ItsSimonTime) 

The researchers also published an Acropalypse screenshot recovery utility online to allow 

Pixel owners to test their own redacted images and see if they are recoverable. 

The researchers reported the flaw to Google in January 2023, and the company fixed it via an 

update released on March 13, 2023, tracking it as CVE-2023-21036. 

The problem is believed to stem from how the image file was opened for editing, causing 

truncated data to be left behind in a saved image and allowing roughly 80% of the original 

version to be recoverable. 

The vulnerability could expose sensitive information that the image creator redacted using 

Pixel’s Markup tool before sharing the media with others or posting it online. 

This applies to posting on platforms that do not compress user-uploaded media, so the 

sensitive data, if it exists, remains intact. 

A FAQ with more details on the problem will be published soon on a dedicated website, but 

they’re unavailable at the time of writing. 

Buchanan disclosed some additional technical details about the problem on his blog. 

Not much you can do 

Despite Google fixing the problem in the recent update for the Pixel phones, any images 

shared in the past five years are vulnerable to the Acropalypse attack, and nothing can be 

done to remediate this. 

Due to this, the flaw could have severe privacy implications for users who uploaded 

screenshots with sensitive information redacted using the Markup tool. It could also have 
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impact for users who share revealing pictures of themselves, with certain portions of the 

image previously being redacted, but now possibly recoverable. 

Unfortunately, the issue impacts all Pixel models running Android 9 Pie and later, which is 

when the Markup tool was introduced, and until the February 2023 security update. 

It should be noted that Google has released the March 2023 security update for Pixel 4a, 5a, 

7, and 7 Pro with a week of delay due to coinciding with the quarterly "Pixel feature drop" 

and also the discovery of 18 zero-day flaws on Exynos modems used in the Pixel 6 and 7 

series. 

However, both the Exynos flaws and the Markup vulnerability still need to be fixed when 

writing this for Pixel 6a, 6, and 6 Pro, as the March 2023 security update still needs to roll out 

for these models. 

Finally, Acropalypse could impact non-Pixel smartphones using third-party Android 

distributions that use the Markup tool for screenshot/image editing. 

A similar issue with reversible cropping was recently discovered on Google Docs, enabling 

people with view-only access to recover original versions of cropped images in shared 

documents. 

 

Source: https://www.bleepingcomputer.com/news/security/google-pixel-flaw-allowed-recovery-

of-redacted-cropped-images/ 

19. Hackers use new PowerMagic and CommonMagic 
malware to steal data 

Security researchers have discovered attacks from an advanced threat actor that used “a 

previously unseen malicious framework” called CommonMagic and a new backdoor called 

PowerMagic. 

Both malware pieces have been used since at least September 2021 in operations that 

continue to this day and target organizations in the administrative, agriculture, and 

transportation sectors for espionage purposes. 

New malicious toolkit dropped 

Researchers at cybersecurity company Kaspersky say that the hackers are interested in 

collecting data from victims in Donetsk, Lugansk, and Crimea. 

Once inside the victim network, the attackers behind the CommonMagic espionage 

campaign can use separate plugins to steal documents and files (DOC, DOCX, XLS, XLSX, RTF, 

ODT, ODS, ZIP, RAR, TXT, PDF) from USB devices. 

https://www.bleepingcomputer.com/news/security/google-pixel-flaw-allowed-recovery-of-redacted-cropped-images/
https://www.bleepingcomputer.com/news/security/google-pixel-flaw-allowed-recovery-of-redacted-cropped-images/
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The malware used can also take screenshots every three seconds using the Windows 

Graphics Device Interface (GDI) API. 

The researchers believe that the initial infection vector is spear phishing or a similar method 

to deliver a URL pointing to a ZIP archive with a malicious LNK file. 

A decoy document (PDF, XLSX, DOCX) in the archive diverted the target user from the 

malicious activity that started in the background when the LNK file disguised as a PDF was 

launched. 

 

Malicious ZIP delivered in CommonMagic campaign 

source: Kaspersky 

Kaspersky says that activating the malicious LNK would lead to infecting the system with a 

previously unknown PowerShell-based backdoor that the researcher named PowerMagic 

after a string in the malware code. 

The backdoor communicates with the command and control (C2) server to receive 

instructions and upload the results using OneDrive and Dropbox folders. 

Following the PowerMagic infection, the targets were infected with CommonMagic, a 

collection of malicious tools that the researchers have not seen before these attacks. 

 

CommonMagic infection chain 

source: Kaspersky 

The CommonMagic framework has several modules that start as standalone executables and 

use named pipes to communicate. 
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Kaspersky’s analysis revealed that the hackers created dedicated modules for various tasks, 

from interacting with the C2 to encrypting and decrypting traffic from the command server, 

stealing documents, and taking screenshots. 

 

Architecture of the modular CommonMagic framework 

source: Kaspersky 

Exchanging data with the C2 is also done via a OneDrive folder and the files are encrypted 

using the RC5Simple open-source library with a customized sequence - Hwo7X8p - at the 

beginning of the encryption. 

Hiding behind ordinary tactics 

The malware or the methods seen in CommonMagic attacks are not complex or innovative. 

An infection chain involving malicious LNK files in ZIP archives has been observed with 

multiple threat actors. 

Incident response firm Security Joes announced last month the discovery of a new backdoor 

called IceBreaker that was delivered from a malicious LNK in a ZIP archive. 

A similar method was seen in a ChromeLoader campaign that relied on a malicious LNK to 

execute a batch script and extract the content of a ZIP container to fetch the final payload. 

However, the closest to CommonMagic's technique is a threat actor that Cisco Talos tracks 

as YoroTrooper, who engaged in cyberespionage activity using phishing emails delivering 

malicious LNK files and decoy PDF documents encased in a ZIP or RAR archive. 

Despite the non-customary approach, though, CommonMagic's method proved to be 

successful, Kaspersky says. 

The researchers discovered an active infection in October last year but tracked a few attacks 

from this threat actor as old as September 2021. 

Leonid Besverzhenko, security researcher at Kaspersky’s Global Research and Analysis Team, 

told BleepingComputer that the PowerMagic backdoor and the CommonMagic framework 

were used in dozens of attacks. 
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Although CommonMagic activity appears to have started in 2021, Besverzhenko says that the 

adversary intensified their efforts last year and continues to be active today. 

By combining unsophisticated techniques that have been used by multiple actors and 

original malicious code, the hackers managed to make impossible a connection to other 

campaigns at this time. 

A spokesperson from Kaspersky told BleepingComputer that “the limited victimology and 

Russian-Ukrainian conflict-themed lures suggest that the attackers likely have a specific 

interest in the geopolitical situation in that region.” 

 

Source: https://www.bleepingcomputer.com/news/security/hackers-use-new-powermagic-and-

commonmagic-malware-to-steal-data/ 

20. Exploit released for Veeam bug allowing cleartext 
credential theft 

Cross-platform exploit code is now available for a high-severity Backup Service vulnerability 

impacting Veeam's Backup & Replication (VBR) software. 

The flaw (CVE-2023-27532) affects all VBR versions and can be exploited by unauthenticated 

attackers to breach backup infrastructure after stealing cleartext credentials and gaining 

remote code execution as SYSTEM. 

Veeam released security updates to address this vulnerability for VBR V11 and V12 on March 

7, advising customers using older releases to upgrade to secure vulnerable devices running 

unsupported releases. 

"We have developed patches for V11 and V12 to mitigate this vulnerability and we 

recommend you update your installations immediately," the company warned. 

The company also shared a temporary fix for admins who couldn't immediately deploy the 

patches, which requires blocking external connections to port TCP 9401 using the backup 

server firewall to remove the attack vector. 

Veeam says its VBR software is used by more than 450,000 customers worldwide, including 

82% of Fortune 500 companies and 72% of Global 2,000. 

Today, just over two weeks after Veeam released CVE-2023-27532 patches, Horizon3's Attack 

Team published a technical root cause analysis for this high-severity vulnerability. 

They also released cross-platform proof-of-concept (PoC) exploit code that allows obtaining 

credentials in plaintext from the VBR configuration database by abusing an unsecured API 

endpoint. 

https://www.bleepingcomputer.com/news/security/hackers-use-new-powermagic-and-commonmagic-malware-to-steal-data/
https://www.bleepingcomputer.com/news/security/hackers-use-new-powermagic-and-commonmagic-malware-to-steal-data/
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"We have released our POC on Github, which is built on .NET core and capable of running on 

Linux, making it accessible to a wider audience," Horizon3 vulnerability researcher James 

Horseman said. 

"It is important to note that this vulnerability should be taken seriously and patches should 

be applied as soon as possible to ensure the security of your organization." 

Last week, Huntress security researchers shared a video demo of their own PoC 

exploit capable of dumping cleartext credentials and achieving arbitrary code execution via 

additional API calls that could be weaponized. 

"While the unauthenticated credential dump acts as a vector for lateral movement or post-

exploitation, the vulnerability in question can also be used for unauthenticated remote code 

execution — turning the vulnerable Veeam instance itself into a vector for initial access or 

further compromise," Huntress Labs security researchers John Hammond explained. 

Out of 2 million endpoints running its agent software, Huntress said it detected more than 

7,500 hosts running Veeam Backup & Replication software vulnerable to CVE-2023-27532 

exploits. 

Although there are no reports of threat actors leveraging this vulnerability and no attempts 

to exploit it in the wild, attackers will likely create their own exploits based on the PoC code 

published by Horizon3 researchers to target Internet-exposed Veeam servers. 

 

Source: https://www.bleepingcomputer.com/news/security/exploit-released-for-veeam-bug-

allowing-cleartext-credential-theft/ 

https://www.bleepingcomputer.com/news/security/exploit-released-for-veeam-bug-allowing-cleartext-credential-theft/
https://www.bleepingcomputer.com/news/security/exploit-released-for-veeam-bug-allowing-cleartext-credential-theft/
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21. OpenAI: ChatGPT payment data leak caused by 
open-source bug 

OpenAI says a Redis client open-source library bug was behind Monday's ChatGPT outage 

and data leak, where users saw other users' personal information and chat queries. 

ChatGPT displays a history of historical queries you made in the sidebar, allowing you to click 

on one and regenerate a response from the chatbot. 

On Monday morning, numerous ChatGPT users reported seeing other people's chat queries 

listed in their history. 

 

As first reported by PC Magazine, multiple ChatGPT Plus subscribers also reported seeing 

other people's email addresses on their subscription pages. 

https://twitter.com/hackerfantastic/status/1637829796909416448
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Soon after, OpenAI took ChatGPT offline to investigate an issue but did not provide details as 

to what caused the outage 

 

Status message during ChatGPT outage 

Open-source library bug behind data leak 

Today, OpenAi published a post-mortem report explaining that a bug in the Redis client 

open-source library caused the ChatGPT service to expose other users' chat queries and the 

personal information for approximately 1.2% of ChatGPT Plus subscribers. 

"The bug was discovered in the Redis client open-source library, redis-py. As soon as we 

identified the bug, we reached out to the Redis maintainers with a patch to resolve the issue," 

OpenAI said in a post-mortem published today. 

https://twitter.com/elliotm_95/status/1637831637307105285
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The exposed information includes a subscriber's name, email address, payment address, and 

the last four digits of their credit card number and expiration date. 

"Upon deeper investigation, we also discovered that the same bug may have caused the 

unintentional visibility of payment-related information of 1.2% of the ChatGPT Plus 

subscribers who were active during a specific nine-hour window," explains the post-mortem. 

"In the hours before we took ChatGPT offline on Monday, it was possible for some users to 

see another active user's first and last name, email address, payment address, the last four 

digits (only) of a credit card number, and credit card expiration date. Full credit card numbers 

were not exposed at any time." 

OpenAI says that the number of people whose data was exposed is likely to be very low as it 

required specific actions to take place, including: 

• Open a subscription confirmation email sent on Monday, March 20, between 1 a.m. and 

10 a.m. Pacific time.  

• In ChatGPT, click on "My account," then "Manage my subscription" between 1 a.m. and 

10 a.m. Pacific time on Monday, March 20. 

The company says they are contacting all affected ChatGPT users who had their payment 

information exposed. 

OpenAI CEO Sam Altman apologized for the leaks Wednesday night on Twitter. 

"We had a significant issue in ChatGPT due to a bug in an open source library, for which a fix 

has now been released and we have just finished validating. a small percentage of users were 

able to see the titles of other users' conversation history," Altman shared in a tweet. 

"We feel awful about this." 

 

Source: https://www.bleepingcomputer.com/news/security/openai-chatgpt-payment-data-leak-

caused-by-open-source-bug/ 

22. Microsoft pushes OOB security updates for 
Windows Snipping tool flaw 

Microsoft released an emergency security update for the Windows 10 and Windows 11 

Snipping tool to fix the Acropalypse privacy vulnerability. 

Now tracked as CVE-2023-28303, the Acropalypse vulnerability is caused by image editors 

not properly removing cropped image data when overwriting the original file. 

For example, if you take a screenshot and crop out sensitive information, such as account 

numbers, you should have reasonable expectations that this cropped data will be removed 

when saving the image. 

https://www.bleepingcomputer.com/news/security/openai-chatgpt-payment-data-leak-caused-by-open-source-bug/
https://www.bleepingcomputer.com/news/security/openai-chatgpt-payment-data-leak-caused-by-open-source-bug/
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However, with this bug, both the Google Pixel's Markup Tool and the Windows Snipping Tool 

were found to be leaving the cropped data within the original file. 

For example, in the image below, you can see how extra data is saved after the IEND file 

marker, which denotes the end of a PNG file. Normally, there should be no data after the 

IEND marker. 

 

Cropped data mistakenly saved after IEND marker 

Source: BleepingComputer 

This extra data could be used to partially recover the cropped image content, potentially 

exposing sensitive content that was never meant to be public. 

Security researchers have told BleepingComputer that the number of public images impacted 

by this flaw may be high, with VirusTotal alone hosting over 4,000 images affected by the 

Acropalypse bug. 

Therefore, on services catering to image hosting, the number of Acropalypse-impacted 

images is likely much higher. 

Microsoft releases OOB security update 

As BleepingComputer reported, Microsoft was testing a fix for the Windows 11 Snipping Tool 

bug in the Windows Insider Canary channel. 

Last night, Microsoft publicly released security updates for both the Windows 10 Snip & 

Sketch and Windows 11 Snipping Tool program to resolve the Acropalypse flaw. 
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"We have released a security update for these tools via CVE-2023-28303. We recommend 

customers apply the update," Microsoft told BleepingComputer. 

After installing this security update, Windows 11 Snipping Tool will be version 11.2302.20.0, 

and Windows 10 Snip & Sketch will be version 10.2008.3001.0. 

Microsoft is now tracking the vulnerability as CVE-2023-28303 and titled it "Windows 

Snipping Tool Information Disclosure Vulnerability." 

The vulnerability is classified as "Low" severity because it "requires uncommon user 

interaction and several factors outside of an attacker's control." 

1. The user must take a screenshot, save it to a file, modify the file (for example, crop it), 

and then save the modified file to the same location. 

2. The user must open an image in Snipping Tool, modify the file (for example, crop it), 

and then save the modified file to the same location. 

With that said, in our experience, it is not uncommon to take a screenshot, save it, and then 

realize you need to crop something out and then overwrite the original image. This image 

would now have been affected by the bug. 

The good news is regardless of how the image is created if you do not share an affected 

image publicly, you will have little risk of the flaw being exploited unless your device is 

compromised. 

To install the security updates, open the Microsoft Store and go to Libary > Get 
Updates, and the latest version of the Windows Snipping Tool will be automatically 

installed. 

Update 3/27/23: Fixed reversal of version numbers for new software versions. 

 

Source: https://www.bleepingcomputer.com/news/microsoft/microsoft-pushes-oob-security-

updates-for-windows-snipping-tool-flaw/ 

23. New MacStealer macOS malware steals passwords 
from iCloud Keychain 

A new info-stealing malware named MacStealer is targeting Mac users, stealing their 

credentials stored in the iCloud KeyChain and web browsers, cryptocurrency wallets, and 

potentially sensitive files. 

MacStealer is being distributed as a malware-as-a-service (MaaS), where the developer sells 

premade builds for $100, allowing purchasers to spread the malware in their campaigns. 

According to the Uptycs threat research team that discovered the new macOS malware, it can 

run on macOS Catalina (10.15) and up to the latest version of Apple's OS, Ventura (13.2). 

https://www.bleepingcomputer.com/news/microsoft/microsoft-pushes-oob-security-updates-for-windows-snipping-tool-flaw/
https://www.bleepingcomputer.com/news/microsoft/microsoft-pushes-oob-security-updates-for-windows-snipping-tool-flaw/
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Targeting Mac users 

MacStealer was discovered by Uptycs analysts on a dark web hacking forum where the 

developer has been promoting it since the beginning of the month. 

The seller claims the malware is still in an early beta development phase and offers no panels 

or builders. Instead, it sells pre-built DMG payloads that can infect macOS Catalina, Big Sur, 

Monterey, and Ventura. 

The threat actor uses the lack of a builder and panel to justify the low price of $100 for the 

malware but promises that more advanced features will arrive soon. 

 

Post promoting MacStealer to cybercriminals (Uptycs) 

The malware developer claims that MacStealer can steal the following data from 

compromised systems: 

• Account passwords, cookies, and credit card details from Firefox, Chrome, and Brave. 

• TXT, DOC, DOCX, PDF, XLS, XLSX, PPT, PPTX, JPG, PNG, CSV, BMP, MP3, ZIP, RAR, PY, 

and DB files 

• Extract the Keychain database (login.keychain-db) in base64 encoded form 

• Collect System information 

• Collect Keychain password information 

• Coinomi, Exodus, MetaMask, Phantom, Tron, Martian Wallet, Trust wallet, Keplr Wallet, 

and Binance cryptocurrency wallets 

The Keychain database is a secure storage system in macOS that holds users' passwords, 

private keys, and certificates, encrypting it with their login password. The feature can then 

automatically enter login credentials on web pages and apps. 
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Malware functionality 

The threat actors distribute MacStealer as an unsigned DMG file that poses as something the 

victim is tricked into executing on their macOS. 

Upon doing so, a fake password prompt is served to the victim to run a command that allows 

the malware to collect passwords from the compromised machine. 

MacStealer attack chain (Uptycs) 

The malware then collects all of the data mentioned in the previous section, stores them in a 

ZIP file, and sends the stolen data to remote command and control servers to be collected 

later by the threat actor. 

At the same time, MacStealer sends some basic information to a pre-configured Telegram 

channel, allowing the operator to be quickly notified when new data is stolen and download 

the ZIP file. 
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Stolen data summary on Telegram (Uptycs) 

While most MaaS operations target Windows users, macOS isn't immune to such threats, so 

its users should remain vigilant and avoid downloading files from untrustworthy websites. 

Last month, security researcher iamdeadlyz also discovered a new Mac information-stealing 

malware distributed in a phishing campaign targeting players of 'The Sandbox' blockchain 

game. 

That information stealer also targeted credentials saved in browsers and cryptocurrency 

wallets, including Exodus, Phantom, Atomic, Electrum, and MetaMask. 

With cryptocurrency wallets being highly targeted by threat actors, we will likely see further 

malware developers targeting macOS in their search for cryptocurrency wallets to steal. 

 

Source: https://www.bleepingcomputer.com/news/security/new-macstealer-macos-malware-

steals-passwords-from-icloud-keychain/ 

https://www.bleepingcomputer.com/news/security/new-macstealer-macos-malware-steals-passwords-from-icloud-keychain/
https://www.bleepingcomputer.com/news/security/new-macstealer-macos-malware-steals-passwords-from-icloud-keychain/
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24. Microsoft Defender mistakenly tagging URLs as 
malicious 

Microsoft Defender is mistakenly flagging legitimate links as malicious, and some customers 

have already received dozens of alert emails since the issues began over five hours ago. 

As the company confirmed earlier today on Twitter, its engineers are investigating this service 

incident as a false positive. 

"We're investigating an issue where legitimate URL links are being incorrectly marked as 

malicious by the Microsoft Defender service. Additionally, some of the alerts are not showing 

content as expected," Microsoft said. 

"We've confirmed that users are still able to access the legitimate URLs despite the false 

positive alerts. We're investigating why and what part of the service is incorrectly identifying 

legitimate URLs as malicious." 

In an update added to the Microsoft 365 Admin Center portal, Redmond confirmed that 

admins would likely receive an increased number of high-severity alert email messages 

saying that 'A potentially malicious URL click was detected.' 

 

Microsoft 365 Admin Center portal alerts (Adrian Amos) 

The company also confirmed reports of issues accessing the alerts' details when clicking the 

'View alerts' link in the emails. 

"We're reviewing service monitoring telemetry to isolate the root cause and develop a 

remediation plan," Microsoft added. "Impact is specific to any admin served through the 

affected infrastructure." 

Earlier today, Redmond issued another service degradation advisory via the admin center 

portal, notifying admins that the alerts and Incidents pages might be inaccessible. 

 

Update March 29, 15:08 EDT: Microsoft says the false positive issue has been addressed 

by reverting recent updates to the SafeLinks feature. 

 

Source: https://www.bleepingcomputer.com/news/microsoft/microsoft-defender-mistakenly-

tagging-urls-as-malicious/ 

https://www.bleepingcomputer.com/news/microsoft/microsoft-defender-mistakenly-tagging-urls-as-malicious/
https://www.bleepingcomputer.com/news/microsoft/microsoft-defender-mistakenly-tagging-urls-as-malicious/
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25. New AlienFox toolkit steals credentials for 18 cloud 
services 

A new modular toolkit called ‘AlienFox’ allows threat actors to scan for misconfigured servers 

to steal authentication secrets and credentials for cloud-based email services. 

The toolkit is sold to cybercriminals via a private Telegram channel, which has become a 

typical funnel for transactions among malware authors and hackers. 

Researchers at SentinelLabs who analyzed AlienFox report that the toolset targets common 

misconfigurations in popular services like online hosting frameworks, such as Laravel, Drupal, 

Joomla, Magento, Opencart, Prestashop, and WordPress. 

The analysts have identified three versions of AlienFox, indicating that the author of the 

toolkit is actively developing and improving the malicious tool. 

AlienFox targets your secrets 

AlienFox is a modular toolset comprising various custom tools and modified open-source 

utilities created by different authors. 

Threat actors use AlienFox to collect lists of misconfigured cloud endpoints from security 

scanning platforms like LeakIX and SecurityTrails. 

Then, AlienFox uses data-extraction scripts to search the misconfigured servers for sensitive 

configuration files commonly used to store secrets, such as API keys, account credentials, and 

authentication tokens. 

The targeted secrets are for cloud-based email platforms, including 1and1, AWS, Bluemail, 

Exotel, Google Workspace, Mailgun, Mandrill, Nexmo, Office365, OneSignal, Plivo, Sendgrid, 

Sendinblue, Sparkpostmail, Tokbox, Twilio, Zimbra, and Zoho. 

The toolkit also includes separate scripts to establish persistence and escalate privileges on 

vulnerable servers. 

Extracting secrets from AWS (left) and Office365 (right) (SentinelLabs) 
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An evolving toolset 

SentinelLabs reports that the earliest version found in the wild is AlienFox v2, which focuses 

on web server configuration and environment file extraction. 

Next, the malware parses the files for credentials and tests them on the targeted server, 

attempting to SSH using the Paramiko Python library. 

AlienFox v2 also contains a script (awses.py) that automates sending and receiving messages 

on AWS SES (Simple Email Services) and applies elevated privilege persistence to the threat 

actor’s AWS account. 

Retrieving email addresses (SentinelLabs) 

Finally, the second version of AlienFox features an exploit for CVE-2022-31279, a 

deserialization vulnerability on Laravel PHP Framework. 

AlienFox v3 brought an automated key and secret extraction from Laravel environments, 

while stolen data now featured tags indicating the harvesting method used. 

Most notably, the third version of the kit introduced better performance, now featuring 

initialization variables, Python classes with modular functions, and process threading. 

The most recent version of AlienFox is v4, which features better code and script organization 

and targeting scope expansion. 

More specifically, the fourth version of the malware has added WordPress, Joomla, Drupal, 

Prestashop, Magento, and Opencart targeting, an Amazon.com retail site account checker, 

and an automated cryptocurrency wallet seed cracker for Bitcoin and Ethereum. 
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Wallet seed generator (SentinelLabs) 

The new “wallet cracking” scripts indicate that the developer of AlienFox wants to expand the 

clientele for the toolset or enrich its capabilities to secure subscription renewals from existing 

customers. 

To protect against this evolving threat, admins must ensure that their server configuration is 

set with the proper access controls, file permissions, and removal of unnecessary services. 

Additionally, implementing MFA (multi-factor authentication) and monitoring for any unusual 

or suspicious activity on accounts can help stop intrusions early. 

 

Source: https://www.bleepingcomputer.com/news/security/new-alienfox-toolkit-steals-

credentials-for-18-cloud-services/ 

26. Winter Vivern hackers exploit Zimbra flaw to steal 
NATO emails 

A Russian hacking group tracked as TA473, aka 'Winter Vivern,' has been actively exploiting 

vulnerabilities in unpatched Zimbra endpoints since February 2023 to steal the emails of 

NATO officials, governments, military personnel, and diplomats. 

Two weeks ago, Sentinel Labs reported on a recent operation by 'Winter Vivern' using sites 

mimicking European agencies fighting cybercrime to spread malware that pretends to be a 

virus scanner. 

Today, Proofpoint has published a new report on how the threat actor exploits CVE-2022-

27926 on Zimbra Collaboration servers to access the communications of NATO-aligned 

organizations and persons. 

https://www.bleepingcomputer.com/news/security/new-alienfox-toolkit-steals-credentials-for-18-cloud-services/
https://www.bleepingcomputer.com/news/security/new-alienfox-toolkit-steals-credentials-for-18-cloud-services/
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Targeting Zimbra 

Winter Vivern attacks begin with the threat actor scanning for unpatched webmail platforms 

using the Acunetix tool vulnerability scanner. 

Next, the hackers send a phishing email from a compromised address, which is spoofed to 

appear as someone the target is familiar with or is somehow relevant to their organization. 

 

Email sent by Winter Vivern (Proofpoint) 

The emails contain a link that exploits the CVE-2022-27926 in the target's compromised 

Zimbra infrastructure to inject other JavaScript payloads into the webpage. 

These payloads are then used to to steal usernames, passwords, and tokens from cookies 

received from the compromised Zimbra endpoint. This information allows the threat actors to 

access the targets' email accounts freely. 

Complete attack chain (Proofpoint) 



 

Security Bulletin, April 2023 66  

PUBLIC 
 

"These CSRF JavaScript code blocks are executed by the server that hosts a vulnerable 

webmail instance," explains Proofpoint in the reported 

"Further, this JavaScript replicates and relies on emulating the JavaScript of the native 

webmail portal to return key web request details that indicate the username, password, and 

CSRF token of targets." 

"In some instances, researchers observed TA473 specifically targeting RoundCube webmail 

request tokens as well." 

This detail demonstrates the diligence of the threat actors in pre-attack reconnaissance, 

figuring out which portal their target uses before crafting the phishing emails and setting the 

landing page function. 

Apart from the three layers of base64 obfuscation applied on the malicious JavaScript to 

make analysis more complicated, 'Winter Vivern' also included parts of the legitimate 

JavaScript that runs in a native webmail portal, blending with normal operations and 

decreasing the likelihood of detection. 

Obfuscated JavaScript (Proofpoint) 

Finally, the threat actors can access sensitive information on the compromised webmails or 

maintain their hold to monitor communications over a period of time. Additionally, the 

hackers can use the breached accounts to carry out lateral phishing attacks and further their 

infiltration of the target organizations. 

Despite researchers stating that 'Winter Vivern' is not particularly sophisticated, they follow 

an effective operational approach that works even against high-profile targets who fail to 

apply software patches quickly enough. 

In this case, CVE-2022-27926 was fixed in Zimbra Collaboration 9.0.0 P24, released in April 

2022.  
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Considering that the earliest attacks were observed in February 2023, the delay in applying 

the security update is measured to at least ten months. 

 

Source: https://www.bleepingcomputer.com/news/security/winter-vivern-hackers-exploit-

zimbra-flaw-to-steal-nato-emails/ 

27. Google Home speakers allowed hackers to snoop 
on conversations 

A bug in Google Home smart speaker allowed installing a backdoor account that could be 

used to control it remotely and to turn it into a snooping device by accessing the 

microphone feed. 

Researcher Matt Kunze discovered the issue and received $107,500 for responsibly reporting 

it to Google last year. Earlier this week, the researcher published technical details about the 

finding and an attack scenario to show how the flaw could be leveraged. 

Compromise process 

While experimenting with his own Google Home mini speaker, the researcher discovered that 

new accounts added using the Google Home app could send commands to it remotely via 

the cloud API. 

Using a Nmap scan, the researcher found the port for the local HTTP API of Google Home, so 

he set up a proxy to capture the encrypted HTTPS traffic, hoping to snatch the user 

authorization token. 

https://www.bleepingcomputer.com/news/security/winter-vivern-hackers-exploit-zimbra-flaw-to-steal-nato-emails/
https://www.bleepingcomputer.com/news/security/winter-vivern-hackers-exploit-zimbra-flaw-to-steal-nato-emails/
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Captured HTTPS (encrypted) traffic (downrightnifty.me) 

The researcher discovered that adding a new user to the target device is a two-step process 

that requires the device name, certificate, and "cloud ID" from its local API. With this info, 

they could send a link request to the Google server. 

To add a rogue user to a target Google Home device, the analyst implemented the link 

process in a Python script that automated the exfiltration of the local device data and 

reproduced the linking request. 

 

The linking request that carries the device ID data (downrightnifty.me) 

The attack is summarized in the researcher's blog as follows: 

1. The attacker wishes to spy on the victim within wireless proximity of the Google Home 

(but does NOT have the victim's Wi-Fi password). 

2. The attacker discovers the victim's Google Home by listening for MAC addresses with 

prefixes associated with Google Inc. (e.g. E4:F0:42). 
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3. The attacker sends deauth packets to disconnect the device from its network and make 

it enter setup mode. 

4. The attacker connects to the device's setup network and requests its device info (name, 

cert, cloud ID). 

5. The attacker connects to the internet and uses the obtained device info to link their 

account to the victim's device. 

6. The attacker can now spy on the victim through their Google Home over the internet 

(no need to be close to the device anymore). 

The researcher published on GitHub three PoCs for the actions above. However, these should 

not work Google Home devices running the latest firmware version. 

The PoCs take things a step further from just planting a rogue user and enable spying over 

the microphone, making arbitrary HTTP requests on the victim's network, and reading/writing 

arbitrary files on the device. 

Possible implications 

Having a rogue account linked to the target device makes it possible to perform actions via 

the Google Home speaker, such as controlling smart switches, making online purchases, 

remotely unlocking doors and vehicles, or stealthily brute-forcing the user's PIN for smart 

locks. 

More worryingly, the researcher found a way to abuse the "call [phone number]" command 

by adding it to a malicious routine that would activate the microphone at a specified time, 

calling the attacker's number and sending live microphone feed. 
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The malicious routing that captures mic audio (downrightnifty.me) 

During the call, the device's LED would turn blue, which is the only indication that some 

activity is taking place. If the victim notices it, they may assume the device is updating its 

firmware. The standard microphone activation indicator is a pulsating LED, which does not 

happen during calls. 

Finally, it's also possible to play media on the compromised smart speaker, rename it, force a 

reboot, force it to forget stored Wi-Fi networks, force new Bluetooth or Wi-Fi pairings, and 

more. 

Google fixes 

Kunze discovered the issues in January 2021 and sent additional details and PoCs in March 

2021. Google fixed all problems in April 2021. 
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The patch includes a new invite-based system to handle account links, which blocks any 

attempts not added on Home. 

Deauthenticating Google Home is still possible, but this can't be used to link a new account, 

so the local API that leaked the basic device data is also inaccessible. 

As for the "call [phone number]" command, Google has added a protection to prevent its 

remote initiation through routines. 

It's worth noting that Google Home was released in 2016, scheduled routines were added in 

2018, and the Local Home SDK was introduced in 2020, so an attacker finding the issue 

before April 2021 would have had plenty of time to take advantage. 

 

Source: https://www.bleepingcomputer.com/news/security/google-home-speakers-allowed-

hackers-to-snoop-on-conversations/  

https://www.bleepingcomputer.com/news/security/google-home-speakers-allowed-hackers-to-snoop-on-conversations/
https://www.bleepingcomputer.com/news/security/google-home-speakers-allowed-hackers-to-snoop-on-conversations/
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If you want to learn more about ASOC and how we can improve your security posture, 

contact us at tbs.sales@tbs.tech. 
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