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Advanced Security Operations Center

The modern cybersecurity threat landscape is constantly
evolving. New vulnerabilities and zero-day attacks are
discovered every day. The old vulnerabilities still exist. The tools
to exploit these vulnerabilities are applying mor e complex
techniques. But are getting easier to use.

Mitigating modern cyber threats require solutions for
continuous monitoring, correlation, and behavior analysis that
are expensive and require significant amount of time to be
implemented. Moreover, many organizations struggle to hire
and retain the expensive security experts needed to operate
those solutions and provide value by defending the

organizations.

The ASOC by Telelink allows organizations get visibility, control,

LITE Plan

425 EUR/mo

A Gain visibility on the security
posture of all your

companyo6s | T
A Analysis of up to 2 GB/day
log data

A Optional emergency
response team (ERT) and
user and endpoint behavior
analytics (UEBA)

Get visibility on the
cyber threats targeting
your company!

PROFESSIONAL PI

1225 EUR/mo

Gain visibility on your
company0s sec!
and recommendations on
how to deal with security
threats, risks, and actors
Analysis of up to 5 GB/day
log data and 100 GB/day
network data

Optional ERT and UEBA

Start to mitigate cyber
threats and minimize
the risk!

Why AdvancedSecurity
Operations Center (ASOC) by
Telelink?

Delivered as a service, which
guarantees fast implementation,
clear responsibility in the
Supplier and ability to cancel the
contract on a monthly basis.
Built utilizing state of the art

|l eading vénsdor &
Can be sized to fit small,
medium, and large business
needs.

No investment in infrastructure,
team, trainings or required
technology.

Flexible packages and addns
that allow pay what you need
approach.

Provided at a fraction of the cost
of operating your own SOC.

ADVANCED Plan

2575 EUR/mo

A Gain complete visibility, deep
analysis, recommendations,
and security awareness
trainings for your employees

A Analysis of up to 10 GB/day
log data and 200 GB/day
network data

A Included ERT and optional
UEBA

Complete visibility,
deep analysis, and cyber
threat mitigation!
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A Infrastructure Security Monitoring the essential minimum to cybersecurity and to detect anomal
is to monitor your infrastructure 24x7x365

A Vulnerability Management get visibility on the risks new or old vulnerabilities are posing to your
infrastructure and get recommendations on how to reduce or mitigate those risks

A Attack Detectiorg, get data from stateof-the-art cybersecurity tools, detect attacks and breaches,

and involve our ASOC Analytics Team to perform human triage and threat huntingteepyalefine

the risks of the attack

Reports and Recommendatiogget detailed tailored reports with structured recommendations ol

how to prevent malicious activities (attacks) and take preventive measures

Advanced Attack Analysigget information on tle attack vector, the attack surface, potential threat

actors, and their objectives and motives for the attack

Forensic Analysisin case of severe cybercrimes the ASOC team can perform forensic analysis

and/or support the authorities

Bulletins, Trainingrad Awarenesg be timely informed on critical vulnerabilities with tailored and

emerging threats bulletins and security awareness trainings to stop people being the weakest li
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1. New tool exploits Microsoft Teams bug to send

malware to users

A member of U.S. Navy's red team has published a tool called TeamsPhisher that

leverages an unresolved security issuan Microsoft Teams to bypass restrictions for
incoming files from users outside of a targeted organization, the so -called external
tenants.

The tool exploits a problem highlighted last month by Max Corbridge and Tom

Ellson of UK-based security services company Jumpsec, who explained how an attacker
could easily go around Microsoft Teams' file-sending restraints to deliver malware from
an external account.

The feat is possible because the application has clientside protections that can be
tricked into treating an external user as an internal one just by changing the ID in the
POST request of a message.

Streamlining attacks on Teams

"Teamshhisher' is a Python-based tool that provides a fully automated attack. It
integrates the attack idea of Jumpsec's researcherstechniques developed by Andrea
Santese and authentication and helper functions from Bastian Kanbach's TeamsEnum
tool.

"Give TeamsPhisheran attachment, a message, and a list of target Teams users. It will
upload the attachment to the sender's Sharepoint, and then iterate through the list of
targets," reads the description from Alex Reid, the developer of the red team utility.

@) phish her

you worked at Bob Jones Big Bank and was hoping you might be willing to

e spreadsheet within browse

Bl sataryinfozip

Phishing message as seen by the recipier{github.com/Octoberfest7)

TeamsPhisherfirst verifies the existence of the target user and their ability to receive
external messages, which is a prerequisite for the attack to work.

It then creates a new thread with the target, sends them a message with a Sharepoint
attachment link. The thread appears in the sender's Teams interface for (potential)
manual interaction.

Security BulletinMay 2023
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v1.0 developed by @0ctoberfest73 (https://github.com/Octoberfest7)

Sending phishing messages to targets!

00

Reading target email list

Fetching Bearer token for Teams
Fetching Skype token

Fetching sender info

Fetching Bearer token for SharePoint
Uploading file: /root/salaryinfo.zip

.onmicrosoft.com
.onmicrosoft.com
.onmicrosoft.com

TeamsPhisher output(github.com/Octoberfest7)

TeamsPhisher requires users to have a Microsoft Business account (MFA is supported)
with a valid Teams and Sharepoint license, whih is common for many major
companies.

The tool also offers a "preview mode" to help users verify the set target lists and to
check the appearance of messages from the recipient's perspective.

Other features and optional arguments in TeamsPhishercould refine the attack. These
include sending secure file links that can only be viewed by the intended recipient,
specifying a delay between message transmissions to bypass rate limiting, and writing
outputs to a log file.

Security BulletinMay 2023
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usage: teamsphisher.py [-h] -u USERNAME -p PASSWORD -a ATTACHMENT -m MESSAGE (-e EMAIL | -1 LIST) [--greeting GREETING] [--securelink] [--personalize]
[--preview] [--delay DELAY] [--nogreeting] [--log]

options:
-h, --help show is help message and exit
ME
me for authentication
D
P rd for authentication
-a ATTACHMENT, --attachment ATTACHMENT
Full path to the attachment to send to targets.
AGE, --message MESS
A ntaining a message to send with attached file.
-e EMAIL, --targetemail \
Single target email addr
-1 LIST, --list LIST Full path to a file cont g target emails. One per line.
-- Override default greeting u custom one. Use double quotes if including spaces!
Send link to file only wable by the individual target recipient.
Try and u argets eting when sending messages.
Run in i = i names for targets and send test message to sender's Teams.
! Delay
--nogreeting Do not use built in greeting or personalized names, only send message specified with --message
--log Write TeamsPhisher output to logfile

All options and arguments supported bythe tool (github.com/Octoberfest7)

Unsolved problem

The issue that TeamsPhisheexploits is still present and Microsoft told Jumpsec
researchers that itdid not meet the bar for immediate servicing.

BleepingComputer also reached out to the company last month for a comment about
plans to fix the problem but did not receive a response. We reiterated our request for
comment from Microsoft but did not receive a reply at publishing time.

Although TeamPhisher was created for authorized red team operations, threatactors
can also leverage it to deliver malware to target organizations without setting off
alarms.

Until Microsoft decides to take action about this, organizations are strongly advised to
disable communications with external tenants if not needed. They can also create an
allow-list with trusted domains, which would limit the risk of exploitation.

Update 7/6 - A Microsoft spokesperson has sent BleepingComputer the following
comment:

Wedre aware of this report asoeaal have deter min
engineering to be successful.

We encourage customers to practice good computing habits online, including
exercising caution when clicking on links to web pages, opening unknown
files, or accepting file transfers.

Source: https://www.bleepingcomputer.com/news/security/newtool-exploits-microsoft-
teams-bug-to-send malware-to-users/
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2. New StackRo t Linux kernel flaw allows privilege
escalatio n

Technical information has emerged for a serious vulnerability affecting multiple Linux
kernel versions that could be triggered with "minimal capabilities."” The security issue is
being referred to as StackRot(CVE2023-3269) and can be used to compromise the
kernel and elevate privileges.

A patch is available for the affected stable kernels since July 1stind full details about
the issue along with a complete exploit code are expected by the end of the month.

Security researcherRuihan Li discovered and repated the vulnerability. He explains in a
post today that it affects the kernel's memory management subsystem, a component in
charge with implementing the virtual memory and demand paging, memory allocation
for the kernel's needs and the user space programs as well as mapping files into the
processes' address space.

StackRot impactsall kernel configurations on Linux versions 6.1 through 6.4.

Although Li sent the vulnerability report on June 15th, creating a fix took almost two
weeks due to its complexity, and Linus Torvalds led theeffort.

"On June 28th, during the merge window for Linux kernel 5.5, the fix was merged into
Linus' tree. Linus provided a comprehensive merge message to elucidate the patch
series from a technical perspective. These patches werasubsequently backported to
stable kernels (6.1.37, 6.3.11, and 6.4.1), effectively resolving the "Stack Rot" bug on July
1st," the researcherclarified.

StackRot details

StackRot arises from the Linux kernel's handling of stack expansion within its memory
management subsystem, tied to managing virtual memory areas (VMAS).

Specifically, the weak spot is in "maple tree," a new data structure system for VMAs
introduced in Linux kernel 6.1 that replaced the "red-black trees" and relied on
the read-copy-update (RCU) mechanism.

The vulnerability is a use after-free (UAF) problem stemming from the way stack
expansion was handled, because the maple tree could replace a hodewithout
obtaining the memory management (MM) write lock.

As the Linux kernel expands the stak and removes the gap between VMASs, a new
node is created in the "maple tree," and the old one is marked for deletion after current
reads finish due to the maple tree's RCU safety.

However, during the RCU grace period, a useafter-free issue may occur when a
process accesseghe old node, thus creating an exploitable context for elevating
privileges.

Security BulletinMay 2023
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- CPU B -

mm_read lock()
expand_stack()
expand_downwards ()
mas_store _prealloc()
mas_wr_story_entry()
mas_wr_modify()
mas_wr_store _node()
mas_replace()
mas_free()
ma_free_rcu()
call_rcu(&mt_free_rcu)
[ The node is dead ]
mm_read_unlock()

[ Wait for the next RCU grace period.. ]
rcu_de_batch()
mt_free_rcu()
kmem_cache free()
[ The node is freesd ]

-CPU 1 -

mn_read lock()
find_vma_prev()
mas_walk()
mas_state walk()
mas_start()
mas_root()
node = rcu_dereference_check()
[ The node pointer is recorded ]

mas_prev()
mas_prev_entry()
mas_prev_nentry()
mas_slot()
mt_slot()
rcu_dereference_check({node-»>..)
[ UAF occurs here ]
mn_read_unlock()

Race condition in a mult-CPU system that results in usafter-free flaw (github.com/Irh2000)

Exploit coming

Ruihan Li notes that exploiting StackRot is a challenging task and that CVE2023-3269
may be the first example of a theoretically exploitable use-after-free-by-RCU (UAFBR)

vulnerability.

However, the researcher announced plans to disclose the complete technicaldetails
about StackRotand a proof-of-concept (PoC) exploit by the end of July.

Linux kernel 6.1 has been approved as the longterm support (LTS) version since
February. However, not all major Linux distributions have adopted it.

For instance, Ubuntu 22.042 LTS (Jammy Jellyfish), whose standard support ends in
April 2027, ships with Linux kernel version 5.19.0n the other hand, Debian 12

(Bookworm) comes with Linux kernel 6.1.

A complete list of Linux distributions using kernel version 6.1 or higher is available

from DistroWatch.

Users should check the kernel version their Linux distro runs on and choose one that is
not affected by StackRot or an updated release that contains the fix.

Source: https://lwww.bleepingcomputer.com/news/security/new stackrot-linux-kernel-

flaw-allows- privilege-escalation/
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update alert

Security researchers have dissected a recentl
Headd t hat may olgkemavertisiegatttht promotes fake Windows
updates and Microsoft Word installers.

Two samples of the malware have been analyzed before by cybersecurity
company Fortinet, who looked at the infection vector and how the malware executes.

Today, Trend Micro published a technical report on Big Head that claiming that both
variants and a third they sampled originate from a single operator who is likely
experimenting with different approaches to optimize their attacks.

Faking a Windows update

6 Bi g He ad deigaaNET mnarwthat installs three AES:ncrypted files on the
target system: one is used to propagate the malware, another is for Telegram bot
communication, and the third encrypts files and can also show the user a fake Windows

update.
& E
| A R
L g
Ransomware sample lexe 1.exe (Copies itselfin A ransomware that checks Ransom note
(l.exe) %localappdata%\ for extension ".r3d" before
discord.exe) encrypting and appending

extension ".poop"

DD 8

archive.exe

teleratserver.exe Establish communication

(Telegram bot) with the threat actor's
chatbot ID

— . iy

; ' H-H
(3 (3 O
Xarch.exe BXIuSsB.exe (Copies Fake Windows update Aransomware that Ransomware note
itselfin % Temp%\ encrypts files and encodes
Adobe) file names to Base64

Big Head's infection routine (Trend Micro)

On execution, the ransomware also performs actions such as creating a registry autorun
key, overwriting existing files if needed, setting system file attributes, and disabling the
Task Manager.
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Creating the RegistryAutorun (Trend Micro)

Each victim is assigned a unique | DIDthatds ei
directory or it is generated using a random 40 -character string.

The ransomware deletes shadow copies to prevent easy system restoration before
encrypting the targeted files and appending a

File types targeted by Big HeadTrend Micro)

Also, Big Head will terminate the following p rocesses to prevent tampering with the
encryption process and to free up data that the malware should lock.

Processes terminated before encryptioiTrend Micro)
The Windows, Recycle Bin, Program Files, Temp, Program Data, Microsoft, and App
Data directories are skipped from encryption to avoid rendering the system unusable.

Trend Micro has found that the ransomware checks if it runs on a virtual box, looks
fort he system | anguage, and only proceeds to t
country member of the Commonwealth of Independent States (former Soviet states).

System languages valid for encryption(Trend Micro)
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